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How Signatures are used in TLS

Client Server

• Suppose two parties want to establish a shared secret, with, 
say Diffie-Hellman

• How do the parties prevent man-in-the-middle attacks 
designed to swap out their public keys for the attacker’s?
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How Signatures are used in TLS

Client Server

• Idea: The server can sign its public key

• Now the attacker must forge signature
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Getting the Verification Key
• Ok this seems like it could work. But first the client 

needs to get the server’s verification key e. So how 
do they get it? The server could send it in-band:

• But then the attacker could swap out the server’s e
for their own ê:
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<latexit sha1_base64="9aO+FXK/CcW2am1VBOWCYdYgS9k=">AAACBHicbVDLSsNAFJ3UV62vqMtuBotQoZREKrosunFZ0T6gjWEymbRDJ5MwMxFK6MKNv+LGhSJu/Qh3/o3TNAttPXDhcM693HuPFzMqlWV9G4WV1bX1jeJmaWt7Z3fP3D/oyCgRmLRxxCLR85AkjHLSVlQx0osFQaHHSNcbX8387gMRkkb8Tk1i4oRoyGlAMVJacs3y8N6rwUGI1EgG6S0dTl2/qrWTGiSuWbHqVga4TOycVECOlmt+DfwIJyHhCjMkZd+2YuWkSCiKGZmWBokkMcJjNCR9TTkKiXTS7IkpPNaKD4NI6OIKZurviRSFUk5CT3dm1y56M/E/r5+o4MJJKY8TRTieLwoSBlUEZ4lAnwqCFZtogrCg+laIR0ggrHRuJR2CvfjyMumc1u1G/eymUWle5nEUQRkcgSqwwTlogmvQAm2AwSN4Bq/gzXgyXox342PeWjDymUPwB8bnDxhIlxo=</latexit>
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<latexit sha1_base64="9aO+FXK/CcW2am1VBOWCYdYgS9k=">AAACBHicbVDLSsNAFJ3UV62vqMtuBotQoZREKrosunFZ0T6gjWEymbRDJ5MwMxFK6MKNv+LGhSJu/Qh3/o3TNAttPXDhcM693HuPFzMqlWV9G4WV1bX1jeJmaWt7Z3fP3D/oyCgRmLRxxCLR85AkjHLSVlQx0osFQaHHSNcbX8387gMRkkb8Tk1i4oRoyGlAMVJacs3y8N6rwUGI1EgG6S0dTl2/qrWTGiSuWbHqVga4TOycVECOlmt+DfwIJyHhCjMkZd+2YuWkSCiKGZmWBokkMcJjNCR9TTkKiXTS7IkpPNaKD4NI6OIKZurviRSFUk5CT3dm1y56M/E/r5+o4MJJKY8TRTieLwoSBlUEZ4lAnwqCFZtogrCg+laIR0ggrHRuJR2CvfjyMumc1u1G/eymUWle5nEUQRkcgSqwwTlogmvQAm2AwSN4Bq/gzXgyXox342PeWjDymUPwB8bnDxhIlxo=</latexit>
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<latexit sha1_base64="7HcIqhZJ1kv/hhEazhSd+dzq3H8=">AAACInicbVDLSsNAFJ3UV62vqEs3g0WoICWRirorunFZ0T6grWEymaRDJ5MwMxFKyLe48VfcuFDUleDHOG2zqK0HBg7nnMude9yYUaks69soLC2vrK4V10sbm1vbO+buXktGicCkiSMWiY6LJGGUk6aiipFOLAgKXUba7vB67LcfiZA04vdqFJN+iAJOfYqR0pJjXgYPaW+AVOpm2QnshUgNpJ/e0SBzprqXZZWZzLEOjSnJHLNsVa0J4CKxc1IGORqO+dnzIpyEhCvMkJRd24pVP0VCUcxIVuolksQID1FAuppyFBLZTycnZvBIKx70I6EfV3Cizk6kKJRyFLo6Oblh3huL/3ndRPkX/ZTyOFGE4+kiP2FQRXDcF/SoIFixkSYIC6r/CvEACYSVbrWkS7DnT14krdOqXaue3dbK9au8jiI4AIegAmxwDurgBjRAE2DwBF7AG3g3no1X48P4mkYLRj6zD/7A+PkFbUSlcg==</latexit>



Certificates
• What if there was a way to certify that the server’s 

public key really was e?

• The certificate could say something like “We the 
undersigned to solemnly pledge that the server’s 
key is e.”

• This “certificate authority” can even cryptographically 
protect this certificate by signing it
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<latexit sha1_base64="vII3novi32g0pvogxqkqHkEira4=">AAACF3icbVDLTgIxFO3gC/GFunTTSEwgIWTGYHRJdONSoygJIOmUO9DQeaS9YyQT/sKNv+LGhca41Z1/Y4FZKHiSJifnntv2HDeSQqNtf1uZhcWl5ZXsam5tfWNzK7+9c6PDWHGo81CGquEyDVIEUEeBEhqRAua7Em7dwdl4fnsPSoswuMZhBG2f9QLhCc7QSJ18pXfnlmnLZ9jXXnIleqNOt2i0UrmF8IDJGSic2mFUhFInX7Ar9gR0njgpKZAUF538V6sb8tiHALlkWjcdO8J2wsytXMIo14o1RIwPWA+ahgbMB91OJrlG9MAoXeqFypwA6UT9vZEwX+uh7xrnJMDsbCz+N2vG6J20ExFEMULApw95saQY0nFJtCsUcJRDQxhXwvyV8j5TjKOpMmdKcGYjz5Obw4pTrRxdVgu107SOLNkj+6RIHHJMauScXJA64eSRPJNX8mY9WS/Wu/UxtWasdGeX/IH1+QN9zZ+F</latexit>



An Worked Example of 
Certificates and Signatures



Certificates
• Let’s introduce certificates and solidify our 

understanding of certificates by doing a worked 
example

• We’re going to take the certificate of 
stackexchange.com and verify the certificate 
authority’s signature

• You can try this yourself with Python and OpenSSL



sig=
39 67 E1 B4 3B 10 96 2A 9B C2 89 3E 7B 7A AE 73 99 8C 15 0F CE 12 C8 64 BA 95 19 60 31 DD E8 29 53 15 F8 FB FD 22 9B 9C C5 65 E8 86 5E 8B 
E0 E8 B6 48 A8 E1 C2 8D A5 08 C7 BB CA B3 33 78 72 A6 EF CA BC BF 35 DC 58 90 F0 82 ED 2F 04 92 CF 0D 8D 2C A9 A7 34 4B EF DB 54 D1 8A 
F5 31 48 55 11 DE A1 1A 30 76 A8 3C 2F 00 6A B2 5A 62 F3 D5 0F E5 F3 69 59 6D 7C 81 17 6E 83 55 32 77 44 54 54 CF 38 9E CB 32 AE 71 A5 60 
A2 12 3B 1C 2D B2 C8 9F 58 02 C1 3B C2 F5 4A E2 87 50 23 77 D1 8C EB 0B 45 A5 E3 16 DA 62 6A 8A F4 AC 44 54 C4 CE 26 83 B8 E3 D3 99 5E 
44 19 12 6B 33 63 BF 6C 6F 08 BE 7F 42 A9 B9 3C DE BA EA D4 44 43 0B E0 BD 76 60 83 E6 65 29 69 05 C8 EA BA 5F 74 C7 B2 D3 3A 08 2F 03 
4C 61 03 D1 C6 FD E1 63 D0 03 86 13 A7 D3 90 AD 2D FE 39 E7 50 37 E3 65 BB CD 12 93 C6

stackexchange.com public key

Signature on stackexchange’s
certiciate by DigiCert SHA2 High 
Assurance CA



n=
B6 E0 2F C2 24 06 C8 6D 04 5F D7 EF 0A 64 06 B2 7D 22 26 65 16 AE 42 40 9B CE DC 9F 9F 76 07 3E C3 30 55 87 19 B9 4F 94 0E 5A 94 1F 55 56 
B4 C2 02 2A AF D0 98 EE 0B 40 D7 C4 D0 3B 72 C8 14 9E EF 90 B1 11 A9 AE D2 C8 B8 43 3A D9 0B 0B D5 D5 95 F5 40 AF C8 1D ED 4D 9C 5F 57 
B7 86 50 68 99 F5 8A DA D2 C7 05 1F A8 97 C9 DC A4 B1 82 84 2D C6 AD A5 9C C7 19 82 A6 85 0F 5E 44 58 2A 37 8F FD 35 F1 0B 08 27 32 5A 
F5 BB 8B 9E A4 BD 51 D0 27 E2 DD 3B 42 33 A3 05 28 C4 BB 28 CC 9A AC 2B 23 0D 78 C6 7B E6 5E 71 B7 4A 3E 08 FB 81 B7 16 16 A1 9D 23 12 
4D E5 D7 92 08 AC 75 A4 9C BA CD 17 B2 1E 44 35 65 7F 53 25 39 D1 1C 0A 9A 63 1B 19 92 74 68 0A 37 C2 C2 52 48 CB 39 5A A2 B6 E1 5D C1 
DD A0 20 B8 21 A2 93 26 6F 14 4A 21 41 C7 ED 6D 9B F2 48 2F F3 03 F5 A2 68 92 53 2F 5E E3

DigiCert’s modulus n

DigiCert’s public exponent e



Result
Using the values from the previous slide, we compute:

and get:

0001ffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffff
ffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffff003031
300d0609608648016503040201050004203d47a154fc239c87a5a47cb03e93d2defe7c4728a129f27007e2bd08ecaefcce

Breakdown:

Red: PKCS1 1.5 Padding

Blue: ASN.1 Encoding header specifying the hash algorithm (SHA 256 in this case)

Green: The (256-bit) hash of certificate

sige mod n



Result
• Download the certificate and save to cert.pem:

echo "" | openssl s_client -host stackexchange.com -port 443 | sed -ne '/-BEGIN 
CERTIFICATE-/,/-END CERTIFICATE-/p'  > cert.pem

• Grab the part of the certificate that gets signed:
$ openssl asn1parse -in cert.pem -out tobehashed -noout -strparse 4

• SHA256 hash it:
$ openssl sha256 tobehashed
SHA256(tbs)= 3d47a154fc239c87a5a47cb03e93d2defe7c4728a129f27007e2bd08ecaefcce

• Compare certificate hash (above) to hash recovered 
from signature (previous slide). They match!


