
SE 4472 - Information Security

WEEK 5
authenticating data



Alice BOB

Eve

“You suck, loser”“Hey Bob, what’s up?”

How important is message integrity, really?



How important is message integrity, really?

it’s Actually very important
It’s So important that without integrity, you cannot 

guarantee confidentiality



Effects of Message modification

What happens if the attacker modifies the ciphertext in the one-time pad?

1111111100000000
0010010101011100

1101101001011100

1101101001010100
0010010101011100

1111111100001000

message
keystream

ciphertext

modified ciphertext
keystream

recovered plaintext

sender side

receiver side

sent out “over the wire”                   attacker flips a bit



Effects of Message modification

Result: Flipping bit of ciphertext
flips bit of plaintext

counter

c0

m0

flipped bit

flipped bit

Block cipher in CTR-mode



Effects of Message modification

Block cipher in CBC-mode m1

c1

m2

c2

…

flipped bit

totally
corrupted block

Result: Flipping bit of ciphertext
totally corrupts current plaintext 
block (avalanche effect)

BUT

Flips bit in next block!

flipped bit



How important is message integrity, really?

Flipping bit of ciphertext flips bit 
of plaintext

A Man-in-the-middle  can modify plaintext in a linear way 
without knowing the key



How important is message integrity, really?

Ok, so what?
This is just an error-correction problem, right? Won’t 

Bob just notice if the plaintext comes out funny-looking?



Adaptive Chosen Ciphertext attack

00
01
10
11

11
00
01
10

Plaintext Ciphertextguesser challenger

Challenge messages: 00 and 11

IV = 10  CT = 01

00

10

01

Coin toss picks 00 
to encrypt

Decrypt: IV=10 CT=01 

Invalid request—challenge ciphertext!

Decrypt: IV=10 CT=0100 
00

01

10

00

PT = 0010Challenger 
chose 00 

I ALWAYS WIN!!

10



How important is message integrity, really?

Ok, so you can win the CCA2 game if 
there’s no integrity

But How likely is this to happen in practice? It’s not like Bob is 
going to just start decrypting things for strangers, right?

RIGHT??



Block cipher padding

Question: You want to encrypt a message that is not an even multiple of 
the block length. What do you do?

Example: you have a 11-byte message and you want to encrypt with AES, 
which has a 16-byte block.

68 65 6c 6c 6f 20 77 6f 72 6c 64
H  E  L  L  O     W  O  R  L  DPlaintext:

UTF-8 ASCII bytes:

16-byte AES
plaintext block:

what do we put here??

68 65 6c 6c 6f 20 77 6f 72 6c 64 ?? ?? ?? ?? ??



Block cipher padding

Padded
plaintext block:

Put 5 bytes of 0x05

68 65 6c 6c 6f 20 77 6f 72 6c 64 05 05 05 05 05

11-byte plaintext block:
Need 5 bytes of padding?

68 65 6c 6c 6f 20 77 6f 72 6c 64 ?? ?? ?? ?? ??

• Use padding: a bunch of extra bytes to fill up the block
• PKCS #7 is one way to do it: Pad with N bytes of 0xN
• Always pad, therefore unambiguous: every plaintext gets padded, 

even if  plaintext is a multiple of the block length (add an entire block 
of padding!)



What happens if the padding is 
wrong? What should you do?

Block cipher padding



A Padding ORacle

• Alice and Bob use PKCS7 padding. Suppose Eve injects a random ciphertext. Bob 
decrypts and gets:

• Uh oh! The padding’s wrong. What does Bob do? Return an error? 

• Bob is going to have to somehow behave differently when the padding is incorrect. 
May take different amounts of time to handle error vs. non error conditions

• Eve can sit back and observe if Bob changes his response based on her 
modification and use this information to her advantage!

5D 37 64 73 43 6A 85 31 40 BC 37 27 88 37 74 4E



A Padding ORacle

5D 37 64 73 
43 6A 85 31 
40 BC 37 27 
88 37 74 4E

Plaintext has 
invalid
padding

F8 20 35 A4 
03 CA 55 41 
49 19 97 07 
33 47 8D 50

Plaintext has 
valid padding

Whether he means to or not, bob is a padding oracle



A decryption ORacle

Problem: 
padding oracles can be turned into decryption 

oracles



A decryption oracle

m1

c1

m2

c2

…

modify byte

corrupted block modified byte

Suppose: Eve modifies the last byte 
of the first block of a ciphertext

If Bob acts like a padding oracle, Eve 
can exploit his reactions to recover 
the plaintext



A decryption oracle

m1

c1

m2

c2

…

a’

corrupted block b’1. Let the last byte of ciphertext block c1 block be called a

2. Let the last byte of the plaintext block m2 be called b = a XOR d

3. Eve makes a guess g. Eve replaces a with:
a’ = g XOR 0x01

4. Bob now decrypts and gets:
b’ = d XOR a’ 

= d XOR g XOR 0x01

5. There are two outcomes:

• Guess g was correct, i.e., g=d. Then  g,d cancel out, and we have  
b’= 0x01. This is a valid padding no matter what the rest of m2 is. 
We know g=d and therefore b=a XOR g

• Guess g was incorrect. Then b’!= 0x01, which is invalid padding 
(most of the time, depending on rest of plaintext)

d



A decryption oracle

m1

c1

m2

c2

…

a’

corrupted block b’

d

• Eve replays the ciphertext for each possible guess, i.e., submits a’
for all g = 0…255

• If only one guess succeeded, she has successfully decrypted the 
last byte

• What if more than one guess succeeds, e.g., suppose:
b = … 03 03 03
Then guesses for the last byte:
g = 03 and g = 01 would both produce valid pads

• Eve can try to “decrypt” the second last byte to figure out which 
case it was

Exercise:
How could Eve extend this attack to decrypt all the bytes of m2?



Padding oracle attacks

m1

c1

m2

c2

…

a’

corrupted block b’

d

• For each byte of ciphertext, Eve can recover the 
associated plaintext typically in 255 queries

• AES: 16 byte block times 255 queries = ~4000 
queries per block. 

• Real PO implementations can decrypt plaintext 
in a few seconds

• Attack can be used, e.g., to recover your 
authentication tokens/cookies to hijack your 
session



How to stop Padding oracles

What if decryption only worked if the 
ciphertext was valid? 

And what if it was hard to decide if a 
ciphertext was valid unless you had a 
key?



Message
authentication 
codes

Sincerely, Alice



Alice BOB

Communication channel

“Hey Bob, what’s up?”

Invalid MAC!  

Message authentication

Eve



Message authentication

invalid ciphertexts

IND-EAV: Every 
plaintext maps 

to a unique 
ciphertext

IND-CPA: Every plaintext 
maps to one of many 

possible plaintexts

IND-CCA: Same as IND-
CPA except most 

ciphertexts are invalid, and 
only a key holder can 

decide

Plaintexts
Ciphertexts



Message authentication codes (MAC)

verifyKeygen sign

Accepts an arbitrary length message 
and k-bit key and outputs an l-bit MAC 

tag

Accepts an arbitrary length message, a 
k-bit key, an l-bit MAC tag, and outputs 

a single (Boolean) bit

Accepts a security parameter k, outputs 
a random k-bit key

Gen : k ! {0, 1}k

<latexit sha1_base64="X6JVA0bCWCfAMkK6Al5PVH/sqQs=">AAACCXicbVDLSsNAFJ3UV62vqEs3g0VwISWRiuKq6EKXFewDmlgm00k7dDITZiZKCdm68VfcuFDErX/gzr9x2mahrQcuHM65l3vvCWJGlXacb6uwsLi0vFJcLa2tb2xu2ds7TSUSiUkDCyZkO0CKMMpJQ1PNSDuWBEUBI61geDn2W/dEKir4rR7FxI9Qn9OQYqSN1LVh6qkQXhGencOhJ2l/oJGU4sFLnSPXy+6GXbvsVJwJ4Dxxc1IGOepd+8vrCZxEhGvMkFId14m1nyKpKWYkK3mJIjHCQ9QnHUM5iojy08knGTwwSg+GQpriGk7U3xMpipQaRYHpjJAeqFlvLP7ndRIdnvkp5XGiCcfTRWHCoBZwHAvsUUmwZiNDEJbU3ArxAEmEtQmvZEJwZ1+eJ83jilutnNxUy7WLPI4i2AP74BC44BTUwDWogwbA4BE8g1fwZj1ZL9a79TFtLVj5zC74A+vzB9LEmco=</latexit>

Verify : {0, 1}⇤ ⇥ {0, 1}k ⇥ {0, 1}` ! {0, 1}

<latexit sha1_base64="TDpXLreEfN3NJUBdpWs8KYsH6qs="></latexit>

Sign : {0, 1}⇤ ⇥ {0, 1}k ! {0, 1}`

<latexit sha1_base64="TunhNCUB1e3xxfa+bdtNu0cSAJc=">AAACJnicbVDLSgMxFM3UV62vqks3wSKISJmRiiIIRTcuK9oHdGrJpJk2NJMZkjtKGfo1bvwVNy4qIu78FNOHoq0HAifn3Mu993iR4Bps+8NKzc0vLC6llzMrq2vrG9nNrYoOY0VZmYYiVDWPaCa4ZGXgIFgtUowEnmBVr3s59Kv3TGkeylvoRawRkLbkPqcEjNTMnieu9vENb8v+GXYT+9Bx+3cHLvCA6e9vF7uKtztAlAoffopcJkQzm7Pz9gh4ljgTkkMTlJrZgdsKaRwwCVQQreuOHUEjIQo4FayfcWPNIkK7pM3qhkpi1mgkozP7eM8oLeyHyjwJeKT+7khIoHUv8ExlQKCjp72h+J9Xj8E/bSRcRjEwSceD/FhgCPEwM9ziilEQPUMIVdzsimmHKELBJJsxITjTJ8+SylHeKeSPrwu54sUkjjTaQbtoHznoBBXRFSqhMqLoET2jAXq1nqwX6816H5emrEnPNvoD6/MLpECkrw==</latexit>



Hash-Based Message authentication codes (hMAC)

messagekey

Hash

message Hash sum

Hash

tag

Sign

<latexit sha1_base64="JuuUvbbcV1itB9JcyKjmj4FjT6Q=">AAAB8nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoseiF48V7QekoWy2m3bpZjfsboQS+jO8eFDEq7/Gm//GTZuDtj4YeLw3w8y8MOFMG9f9dkpr6xubW+Xtys7u3v5B9fCoo2WqCG0TyaXqhVhTzgRtG2Y47SWK4jjktBtObnO/+0SVZlI8mmlCgxiPBIsYwcZKftbXEXpgIzGrDKo1t+7OgVaJV5AaFGgNql/9oSRpTIUhHGvte25iggwrwwins0o/1TTBZIJH1LdU4JjqIJufPENnVhmiSCpbwqC5+nsiw7HW0zi0nTE2Y73s5eJ/np+a6DrImEhSQwVZLIpSjoxE+f9oyBQlhk8twUQxeysiY6wwMTalPARv+eVV0rmoe4365X2j1rwp4ijDCZzCOXhwBU24gxa0gYCEZ3iFN8c4L86787FoLTnFzDH8gfP5A6U5kNg=</latexit>

messagekey



Message authentication codes (MAC)

m

Sign

c

k1 k2

tag

Encrypt-then-MAC configuration

Observe: Encryption and MAC signing keys 
are different

The must be independently generated and 
kept separate, otherwise attacks exist



Message authentication codes (MAC)

m

Sign

c

k1

k2

tag

MAC-then-encrypt configuration

Observe: Encryption and MAC signing keys 
are different

The must be independently generated and 
kept separate, otherwise attacks exist



Message authentication codes (MAC)

m

Sign

c

k1

k2

tag m

Dec

Verify

c

k1

k2

tag

Valid or invalid



Adaptive Chosen Ciphertext attack

00
01
10
11

11
00
01
10

Plaintext Ciphertextguesser challenger

Challenge messages: 00 and 11
IV = 10 CT = 0111

00

10

01

Decrypt: IV=10 CT=011100 00

01

01

11

I don’t know a 
valid tag

Sign

INVALID ciphertext!

Invalid

01

11

10

Verify

10

00

Dec Dec Dec



How MACs defeat padding oracles

• Bob accepts or rejects a message based on its MAC, not 
on the plaintext.

• Bob does not even look at the plaintext unless MAC is 
valid

• MUCH harder for Eve to produce valid MAC (e.g., 1/2128) 
than it is to produce valid padding byte (i.e., 1/256) in the 
PO attack



Authenticated 
Encryption

Sincerely, Alice



Authenticated Encryption

Keygen (security parameter):
returns encryption key ke and MAC key km

Encrypt (plaintext, ke, km):
returns ciphertext c, MAC tag t, and IV

Decrypt(c, t, IV, ke, km):
returns plaintext if t is a valid tag for ciphertext c, 
otherwise error if t is invalid



Authenticated Encryption

Protects developers by combining a cipher, cipher mode of 
operation, MAC, MAC configuration, and exception handling 
behind all behind one API

Example AES-GCM:
• AES block cipher
• CTR mode
• G-HASH MAC
• Encrypt-then-MAC configuration 



AES Galois Counter Mode (AES-GCM)

IV

c0

…

…

m0

IV+1

c1

m1

IV+n

cn

mn

k1 k1 k1

k2… k2 k2

tag

Galois field 
multiplication

Galois field 
addition

MAC 
(Galois hash, 

Encrypt-then-
MAC

Encryption 
(AES in CTR 

mode)

…




