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scenario

10001010111110010000011010011010101

You download the latest Ubuntu release from a cloud server 

How do you know it’s not malware?

Is this 
genuine?
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You could also download the official file from 
Ubuntu and compare them

But that’s double the work, double the download, and defeats the 
point of the cloud infrastructure

Are they 
the same?

10001010111110010000011010011010101



scenario

You could check the first and last few bits
But the malware could have been inserted in between

Are they 
the same?

[10
0,1

01]

s=100010101111100100
00011010011010101
t=[100,101]
Assert s[:3]==t[0]
Assert s[-3:]==t[1]

10001010111110010000011010011010101



scenario

You could have Ubuntu send you a short 
error-detecting code

This is designed to detect random errors. It won’t stop bad guys 
from constructing false-negatives.

Are they 
the same?

10001010111110010000011010011010101

Assert H1 == 
Checksum(100
010101111100
100000110100

11010101)

H1



Data fingerprints?

“Anyone who attempts to 
generate random numbers by 

deterministic means is, of 
course, living in a state of sin.”

“If you reveal your secrets to the 
wind, you should not blame the 
wind for revealing them to the 

trees.”

“The enemy knows the 
system.”

“The trouble with quotes on 
the Internet is that you never 

know if they are genuine.”

http://identicon.net/

What if there was a way to assign a short, unique and easy-to-
generate fingerprint to any string?



scenario

You could have Ubuntu send you the fingerprint
The fingerprint is unique… or at least really really hard to find another string 

that generates the same fingerprint

They’re 
the same!

10001010111110010000011010011010101

Assert    ==

Fingerprint(
100010101111
100100000110
10011010101)



Cryptographic hashes all over

Primary consensus mechanism of 
Bitcoin and other cryptocurrencies

Turn one secret key into a bunch of 
keys

Store hashes instead of passwords to 
mitigate breaches

Proof of workKey-Derivation Secure Password storage

Message authentication codesData Fingerprinting Digital signatures

Efficiency aid for public-key 
cryptography

Guaranteeing message integrityIdentifying malware, genuine code, git 
intrusion detection, chain-of-custody

A building block of secure protocols e.g. 
commitments, exact matching, time-stamping

A building block in non-interactive zero-
knowledge proofs (Fiat-Shamir heuristic)

Building block in several post-quantum 
algorithms (key agreement, signatures

Secure protocolsNon-interactive ZKPs Post-Quantum crypto



What is a hash function?

h : {0, 1}⇤ ! {0, 1}`

<latexit sha1_base64="GZ6DO+s7V6xbkcloZ1VCnl2TeRA=">AAACDHicbVDLSgMxFL3js9ZX1aWbYBFEpMxIRXFVdOOygn1AZyyZNNMJzUyGJKOUoR/gxl9x40IRt36AO//G9CFo64HA4ZxzubnHTzhT2ra/rLn5hcWl5dxKfnVtfWOzsLVdVyKVhNaI4EI2fawoZzGtaaY5bSaS4sjntOH3Lod+445KxUR8o/sJ9SLcjVnACNZGaheK4bmb2UeOO7g9dCXrhhpLKe7Rj+hSzk3KLtkjoFniTEgRJqi2C59uR5A0orEmHCvVcuxEexmWmhFOB3k3VTTBpIe7tGVojCOqvGx0zADtG6WDAiHNizUaqb8nMhwp1Y98k4ywDtW0NxT/81qpDs68jMVJqmlMxouClCMt0LAZ1GGSEs37hmAimfkrIiGWmGjTX96U4EyfPEvqxyWnXDq5LhcrF5M6crALe3AADpxCBa6gCjUg8ABP8AKv1qP1bL1Z7+PonDWZ2YE/sD6+ASfXmnE=</latexit>

A hash function maps arbitrary-length
strings to fixed-length (l-bit) strings



terminology

x1

<latexit sha1_base64="hRS0ddpgxHMAJcuGPZWM1yTuND4=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0WPRi8eK9gPaUDbbTbt0swm7E7GE/gQvHhTx6i/y5r9x2+agrQ8GHu/NMDMvSKQw6LrfTmFldW19o7hZ2tre2d0r7x80TZxqxhsslrFuB9RwKRRvoEDJ24nmNAokbwWjm6nfeuTaiFg94DjhfkQHSoSCUbTS/VPP65UrbtWdgSwTLycVyFHvlb+6/ZilEVfIJDWm47kJ+hnVKJjkk1I3NTyhbEQHvGOpohE3fjY7dUJOrNInYaxtKSQz9fdERiNjxlFgOyOKQ7PoTcX/vE6K4ZWfCZWkyBWbLwpTSTAm079JX2jOUI4toUwLeythQ6opQ5tOyYbgLb68TJpnVe+8enF3Xqld53EU4QiO4RQ8uIQa3EIdGsBgAM/wCm+OdF6cd+dj3lpw8plD+APn8wcOSI2o</latexit>

x2

<latexit sha1_base64="rZqqRJEsDVTa/mx5dMmqIpR8GIA=">AAAB6nicbVDLTgJBEOzFF+IL9ehlIjHxRHYJRo9ELx4xyiOBDZkdemHC7OxmZtZICJ/gxYPGePWLvPk3DrAHBSvppFLVne6uIBFcG9f9dnJr6xubW/ntws7u3v5B8fCoqeNUMWywWMSqHVCNgktsGG4EthOFNAoEtoLRzcxvPaLSPJYPZpygH9GB5CFn1Fjp/qlX6RVLbtmdg6wSLyMlyFDvFb+6/ZilEUrDBNW647mJ8SdUGc4ETgvdVGNC2YgOsGOppBFqfzI/dUrOrNInYaxsSUPm6u+JCY20HkeB7YyoGeplbyb+53VSE175Ey6T1KBki0VhKoiJyexv0ucKmRFjSyhT3N5K2JAqyoxNp2BD8JZfXiXNStmrli/uqqXadRZHHk7gFM7Bg0uowS3UoQEMBvAMr/DmCOfFeXc+Fq05J5s5hj9wPn8AD8yNqQ==</latexit>

x3

<latexit sha1_base64="ucUuJlzTdKE55zbmY9paKxrCXdE=">AAAB6nicbVDLTgJBEOzFF+IL9ehlIjHxRHYVo0eiF48Y5ZHAhswOA0yYnd3M9BrJhk/w4kFjvPpF3vwbB9iDgpV0UqnqTndXEEth0HW/ndzK6tr6Rn6zsLW9s7tX3D9omCjRjNdZJCPdCqjhUiheR4GSt2LNaRhI3gxGN1O/+ci1EZF6wHHM/ZAOlOgLRtFK90/d826x5JbdGcgy8TJSggy1bvGr04tYEnKFTFJj2p4bo59SjYJJPil0EsNjykZ0wNuWKhpy46ezUyfkxCo90o+0LYVkpv6eSGlozDgMbGdIcWgWvan4n9dOsH/lp0LFCXLF5ov6iSQYkenfpCc0ZyjHllCmhb2VsCHVlKFNp2BD8BZfXiaNs7JXKV/cVUrV6yyOPBzBMZyCB5dQhVuoQR0YDOAZXuHNkc6L8+58zFtzTjZzCH/gfP4AEVCNqg==</latexit>

..
.

<latexit sha1_base64="Mb0RA00/VwLxKi1mXtNapuFzbSI=">AAAB7HicbVBNS8NAFHypX7V+VT16WSyCp5KIoseiF48VTFtoQ9lsN+3SzSbsvggl9Dd48aCIV3+QN/+N2zYHbR1YGGbesO9NmEph0HW/ndLa+sbmVnm7srO7t39QPTxqmSTTjPsskYnuhNRwKRT3UaDknVRzGoeSt8Px3cxvP3FtRKIecZLyIKZDJSLBKFrJ7w0SNP1qza27c5BV4hWkBgWa/eqXzbEs5gqZpMZ0PTfFIKcaBZN8WullhqeUjemQdy1VNOYmyOfLTsmZVQYkSrR9Cslc/Z3IaWzMJA7tZExxZJa9mfif180wuglyodIMuWKLj6JMEkzI7HIyEJozlBNLKNPC7krYiGrK0PZTsSV4yyevktZF3busXz1c1hq3RR1lOIFTOAcPrqEB99AEHxgIeIZXeHOU8+K8Ox+L0ZJTZI7hD5zPH/QAjso=</latexit>

xi 2 {0, 1}⇤

<latexit sha1_base64="kmt4ZHJmY7Mk2ZVchRuPAZN+lVs=">AAAB+HicbVDLSsNAFL3xWeujUZduBosgIiWRii6LblxWsA9oYphMJ+3QySTMTMQa+iVuXCji1k9x5984fSy09cCFwzn3cu89YcqZ0o7zbS0tr6yurRc2iptb2zsle3evqZJMEtogCU9kO8SKciZoQzPNaTuVFMchp61wcD32Ww9UKpaIOz1MqR/jnmARI1gbKbBLjwHzmPBy59T1RvcngV12Ks4EaJG4M1KGGeqB/eV1E5LFVGjCsVId10m1n2OpGeF0VPQyRVNMBrhHO4YKHFPl55PDR+jIKF0UJdKU0Gii/p7IcazUMA5NZ4x1X817Y/E/r5Pp6NLPmUgzTQWZLooyjnSCximgLpOUaD40BBPJzK2I9LHERJusiiYEd/7lRdI8q7jVyvlttVy7msVRgAM4hGNw4QJqcAN1aACBDJ7hFd6sJ+vFerc+pq1L1mxmH/7A+vwBwO6SgQ==</latexit>

yi 2 {0, 1}`

<latexit sha1_base64="5JN8qlvuBQ7iW1F6/xiyLaf2RBc=">AAAB+3icbVBNS8NAEJ34WetXrEcvwSJ4kJJIRY9FLx4r2A9oYthsN+3SzSbsbsQQ8le8eFDEq3/Em//GbZuDtj4YeLw3w8y8IGFUKtv+NlZW19Y3Nitb1e2d3b1986DWlXEqMOngmMWiHyBJGOWko6hipJ8IgqKAkV4wuZn6vUciJI35vcoS4kVoxGlIMVJa8s1a5lOXcje3zxy3eHAJY75Ztxv2DNYycUpShxJt3/xyhzFOI8IVZkjKgWMnysuRUBQzUlTdVJIE4QkakYGmHEVEevns9sI60crQCmOhiytrpv6eyFEkZRYFujNCaiwXvan4nzdIVXjl5ZQnqSIczxeFKbNUbE2DsIZUEKxYpgnCgupbLTxGAmGl46rqEJzFl5dJ97zhNBsXd81667qMowJHcAyn4MAltOAW2tABDE/wDK/wZhTGi/FufMxbV4xy5hD+wPj8AW/DlA8=</latexit>

domain

y1

<latexit sha1_base64="N+CruqWhXYEyJJmdUZe/+b0ardo=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoseiF48V7Qe0oWy2m3bpZhN2J0Io/QlePCji1V/kzX/jts1BWx8MPN6bYWZekEhh0HW/ncLa+sbmVnG7tLO7t39QPjxqmTjVjDdZLGPdCajhUijeRIGSdxLNaRRI3g7GtzO//cS1EbF6xCzhfkSHSoSCUbTSQ9b3+uWKW3XnIKvEy0kFcjT65a/eIGZpxBUySY3pem6C/oRqFEzyaamXGp5QNqZD3rVU0YgbfzI/dUrOrDIgYaxtKSRz9ffEhEbGZFFgOyOKI7PszcT/vG6K4bU/ESpJkSu2WBSmkmBMZn+TgdCcocwsoUwLeythI6opQ5tOyYbgLb+8SloXVa9WvbyvVeo3eRxFOIFTOAcPrqAOd9CAJjAYwjO8wpsjnRfn3flYtBacfOYY/sD5/AEPzo2p</latexit>

y`

<latexit sha1_base64="DS/REWV/WoADPv7yFN3YyZWcVns=">AAAB7XicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoseiF48V7Ae0oWy2k3btJht2N0Io/Q9ePCji1f/jzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0jJVDJtMCqk6AdUoeIxNw43ATqKQRoHAdjC+nfntJ1Say/jBZAn6ER3GPOSMGiu1sn4PheiXK27VnYOsEi8nFcjR6Je/egPJ0ghjwwTVuuu5ifEnVBnOBE5LvVRjQtmYDrFraUwj1P5kfu2UnFllQEKpbMWGzNXfExMaaZ1Fge2MqBnpZW8m/ud1UxNe+xMeJ6nBmC0WhakgRpLZ62TAFTIjMksoU9zeStiIKsqMDahkQ/CWX14lrYuqV6te3tcq9Zs8jiKcwCmcgwdXUIc7aEATGDzCM7zCmyOdF+fd+Vi0Fpx85hj+wPn8AaUcjy8=</latexit>

..
.

<latexit sha1_base64="Mb0RA00/VwLxKi1mXtNapuFzbSI=">AAAB7HicbVBNS8NAFHypX7V+VT16WSyCp5KIoseiF48VTFtoQ9lsN+3SzSbsvggl9Dd48aCIV3+QN/+N2zYHbR1YGGbesO9NmEph0HW/ndLa+sbmVnm7srO7t39QPTxqmSTTjPsskYnuhNRwKRT3UaDknVRzGoeSt8Px3cxvP3FtRKIecZLyIKZDJSLBKFrJ7w0SNP1qza27c5BV4hWkBgWa/eqXzbEs5gqZpMZ0PTfFIKcaBZN8WullhqeUjemQdy1VNOYmyOfLTsmZVQYkSrR9Cslc/Z3IaWzMJA7tZExxZJa9mfif180wuglyodIMuWKLj6JMEkzI7HIyEJozlBNLKNPC7krYiGrK0PZTsSV4yyevktZF3busXz1c1hq3RR1lOIFTOAcPrqEB99AEHxgIeIZXeHOU8+K8Ox+L0ZJTZI7hD5zPH/QAjso=</latexit>

co-domain

preimages images

h(x1)

<latexit sha1_base64="du1WPjArZjOtI8nrElUFMOIa6GI=">AAAB7XicbVBNSwMxEJ2tX7V+VT16CRahXsqutOix6MVjBfsB7VKyabaNzSZLkhXL0v/gxYMiXv0/3vw3pu0etPXBwOO9GWbmBTFn2rjut5NbW9/Y3MpvF3Z29/YPiodHLS0TRWiTSC5VJ8CaciZo0zDDaSdWFEcBp+1gfDPz249UaSbFvZnE1I/wULCQEWys1BqVn/reeb9YcivuHGiVeBkpQYZGv/jVG0iSRFQYwrHWXc+NjZ9iZRjhdFroJZrGmIzxkHYtFTii2k/n107RmVUGKJTKljBorv6eSHGk9SQKbGeEzUgvezPxP6+bmPDKT5mIE0MFWSwKE46MRLPX0YApSgyfWIKJYvZWREZYYWJsQAUbgrf88ippXVS8aqV2Vy3Vr7M48nACp1AGDy6hDrfQgCYQeIBneIU3RzovzrvzsWjNOdnMMfyB8/kDmSmOfw==</latexit>

h(x3)

<latexit sha1_base64="rrxMsLgOo+zg+8rNY5bl+31HgnU=">AAAB7XicbVBNSwMxEJ2tX7V+VT16CRahXsquVvRY9OKxgv2AdinZNNvGZpMlyYpl6X/w4kERr/4fb/4b03YP2vpg4PHeDDPzgpgzbVz328mtrK6tb+Q3C1vbO7t7xf2DppaJIrRBJJeqHWBNORO0YZjhtB0riqOA01Ywupn6rUeqNJPi3oxj6kd4IFjICDZWag7LT73z016x5FbcGdAy8TJSggz1XvGr25ckiagwhGOtO54bGz/FyjDC6aTQTTSNMRnhAe1YKnBEtZ/Orp2gE6v0USiVLWHQTP09keJI63EU2M4Im6Fe9Kbif14nMeGVnzIRJ4YKMl8UJhwZiaavoz5TlBg+tgQTxeytiAyxwsTYgAo2BG/x5WXSPKt41crFXbVUu87iyMMRHEMZPLiEGtxCHRpA4AGe4RXeHOm8OO/Ox7w152Qzh/AHzucPnDOOgQ==</latexit>

y2

<latexit sha1_base64="mmO7tMmVuykZdbAnn2nvq0KeFhY=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lKRY9FLx4r2lpoQ9lsJ+3SzSbsboQS+hO8eFDEq7/Im//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoreNUMWyxWMSqE1CNgktsGW4EdhKFNAoEPgbjm5n/+IRK81g+mEmCfkSHkoecUWOl+0m/1i9X3Ko7B1klXk4qkKPZL3/1BjFLI5SGCap113MT42dUGc4ETku9VGNC2ZgOsWuppBFqP5ufOiVnVhmQMFa2pCFz9fdERiOtJ1FgOyNqRnrZm4n/ed3UhFd+xmWSGpRssShMBTExmf1NBlwhM2JiCWWK21sJG1FFmbHplGwI3vLLq6Rdq3r16sVdvdK4zuMowgmcwjl4cAkNuIUmtIDBEJ7hFd4c4bw4787HorXg5DPH8AfO5w8RUo2q</latexit>

collision



What is a hash function?

Pre-image, x Image, h(x)

… …

41685114102567 39

41685114102568 40

41685114102569 41

41685114102570 42

… …

Example: Let h(x) = x mod 256
h : {0, 1}⇤ ! {0, 1}8

<latexit sha1_base64="pcO6/6blq6KKpF+LO7lFG0Lg3UE=">AAACCXicbVDLSgMxFM3UV62vUZdugkUQkTIjFYurohuXFewDOmPJpJlOaCYZkoxShm7d+CtuXCji1j9w59+YPgRtPXDhcM693HtPkDCqtON8WbmFxaXllfxqYW19Y3PL3t5pKJFKTOpYMCFbAVKEUU7qmmpGWokkKA4YaQb9y5HfvCNSUcFv9CAhfox6nIYUI22kjg2jcy9zjl1veHvkSdqLNJJS3MMfsdKxi07JGQPOE3dKimCKWsf+9LoCpzHhGjOkVNt1Eu1nSGqKGRkWvFSRBOE+6pG2oRzFRPnZ+JMhPDBKF4ZCmuIajtXfExmKlRrEgemMkY7UrDcS//PaqQ4rfkZ5kmrC8WRRmDKoBRzFArtUEqzZwBCEJTW3QhwhibA24RVMCO7sy/OkcVJyy6XT63KxejGNIw/2wD44BC44A1VwBWqgDjB4AE/gBbxaj9az9Wa9T1pz1nRmF/yB9fENfj6Y8g==</latexit>

Problem: Related images (hashes) have related pre-images



What is a cryptographic hash function?

h : {0, 1}⇤ ! {0, 1}`

<latexit sha1_base64="GZ6DO+s7V6xbkcloZ1VCnl2TeRA=">AAACDHicbVDLSgMxFL3js9ZX1aWbYBFEpMxIRXFVdOOygn1AZyyZNNMJzUyGJKOUoR/gxl9x40IRt36AO//G9CFo64HA4ZxzubnHTzhT2ra/rLn5hcWl5dxKfnVtfWOzsLVdVyKVhNaI4EI2fawoZzGtaaY5bSaS4sjntOH3Lod+445KxUR8o/sJ9SLcjVnACNZGaheK4bmb2UeOO7g9dCXrhhpLKe7Rj+hSzk3KLtkjoFniTEgRJqi2C59uR5A0orEmHCvVcuxEexmWmhFOB3k3VTTBpIe7tGVojCOqvGx0zADtG6WDAiHNizUaqb8nMhwp1Y98k4ywDtW0NxT/81qpDs68jMVJqmlMxouClCMt0LAZ1GGSEs37hmAimfkrIiGWmGjTX96U4EyfPEvqxyWnXDq5LhcrF5M6crALe3AADpxCBa6gCjUg8ABP8AKv1qP1bL1Z7+PonDWZ2YE/sD6+ASfXmnE=</latexit>

A cryptographic hash function is a
pseudo-random hash function



What is a Cryptographic hash function?

Pre-image, x Image, h(x)

… …

41685114102567 143

41685114102568 35

41685114102569 69

41685114102569 193

… …

Example: Let h(x) = “random oracle”
h : {0, 1}⇤ ! {0, 1}8

<latexit sha1_base64="pcO6/6blq6KKpF+LO7lFG0Lg3UE=">AAACCXicbVDLSgMxFM3UV62vUZdugkUQkTIjFYurohuXFewDOmPJpJlOaCYZkoxShm7d+CtuXCji1j9w59+YPgRtPXDhcM693HtPkDCqtON8WbmFxaXllfxqYW19Y3PL3t5pKJFKTOpYMCFbAVKEUU7qmmpGWokkKA4YaQb9y5HfvCNSUcFv9CAhfox6nIYUI22kjg2jcy9zjl1veHvkSdqLNJJS3MMfsdKxi07JGQPOE3dKimCKWsf+9LoCpzHhGjOkVNt1Eu1nSGqKGRkWvFSRBOE+6pG2oRzFRPnZ+JMhPDBKF4ZCmuIajtXfExmKlRrEgemMkY7UrDcS//PaqQ4rfkZ5kmrC8WRRmDKoBRzFArtUEqzZwBCEJTW3QhwhibA24RVMCO7sy/OkcVJyy6XT63KxejGNIw/2wD44BC44A1VwBWqgDjB4AE/gBbxaj9az9Wa9T1pz1nRmF/yB9fENfj6Y8g==</latexit>

Related pre-images have maximally unrelated images

Each 8-bit image 
was chosen by an 
independent 8-coin 
coin toss



Random oracles don’t actually exist

• Impossible: If there are infinitely many possible inputs, a 
random oracle requires infinite memory to maintain 
image/preimage pairs

• Impractical: You could bound the input, but it’s still 
exponential memory in the hash bit length

• Fake it till you make it: In practice we only simulate random 
oracles using (hopefully!) highly non-linear functions that 
can’t be easily inverted



Security properties

• Pre-image resistance: Given a hash, it should be hard to find 
a message that produces that hash

• Second preimage resistance: Given a message, it should be 
hard to find another message that produces that hash

• Collision resistance: It should be hard to find any pair of 
messages that collide (hash to the same value).



Pre-image resistance

y 2 {0, 1}`

<latexit sha1_base64="5DEg5ZxdOEs3e+cEbGlvQWNBWe8=">AAAB+XicbVBNS8NAEJ3Ur1q/oh69LBbBg5REKnosevFYwX5AE8tmu2mXbjZhd1MIof/EiwdFvPpPvPlv3LY5aOuDgcd7M8zMCxLOlHacb6u0tr6xuVXeruzs7u0f2IdHbRWnktAWiXksuwFWlDNBW5ppTruJpDgKOO0E47uZ35lQqVgsHnWWUD/CQ8FCRrA2Ut+2M48JL3cuXG/65FHO+3bVqTlzoFXiFqQKBZp9+8sbxCSNqNCEY6V6rpNoP8dSM8LptOKliiaYjPGQ9gwVOKLKz+eXT9GZUQYojKUpodFc/T2R40ipLApMZ4T1SC17M/E/r5fq8MbPmUhSTQVZLApTjnSMZjGgAZOUaJ4Zgolk5lZERlhiok1YFROCu/zyKmlf1tx67eqhXm3cFnGU4QRO4RxcuIYG3EMTWkBgAs/wCm9Wbr1Y79bHorVkFTPH8AfW5w/pOJMz</latexit>

x 2 {0, 1}⇤

<latexit sha1_base64="51L/lVSwWX4D9fbsk6lRIiJ/vf0=">AAAB9HicbVBNS8NAEJ3Ur1q/qh69LBZBREpSKnosevFYwX5AE8tmu2mXbjZxd1Msob/DiwdFvPpjvPlv3LY5aOuDgcd7M8zM82POlLbtbyu3srq2vpHfLGxt7+zuFfcPmipKJKENEvFItn2sKGeCNjTTnLZjSXHoc9ryhzdTvzWiUrFI3OtxTL0Q9wULGMHaSN6Ty4Sb2ueOO3k46xZLdtmeAS0TJyMlyFDvFr/cXkSSkApNOFaq49ix9lIsNSOcTgpuomiMyRD3acdQgUOqvHR29ASdGKWHgkiaEhrN1N8TKQ6VGoe+6QyxHqhFbyr+53USHVx5KRNxoqkg80VBwpGO0DQB1GOSEs3HhmAimbkVkQGWmGiTU8GE4Cy+vEyalbJTLV/cVUu16yyOPBzBMZyCA5dQg1uoQwMIPMIzvMKbNbJerHfrY96as7KZQ/gD6/MHxVKRdA==</latexit>

h(x)

<latexit sha1_base64="Gy8V3VaN9WWFiSpOEMovkvU0N2w=">AAAB63icbVBNSwMxEJ2tX7V+VT16CRahXsquVPRY9OKxgv2AdinZNNsNTbJLkhVL6V/w4kERr/4hb/4bs+0etPXBwOO9GWbmBQln2rjut1NYW9/Y3Cpul3Z29/YPyodHbR2nitAWiXmsugHWlDNJW4YZTruJolgEnHaC8W3mdx6p0iyWD2aSUF/gkWQhI9hkUlR9Oh+UK27NnQOtEi8nFcjRHJS/+sOYpIJKQzjWuue5ifGnWBlGOJ2V+qmmCSZjPKI9SyUWVPvT+a0zdGaVIQpjZUsaNFd/T0yx0HoiAtspsIn0speJ/3m91ITX/pTJJDVUksWiMOXIxCh7HA2ZosTwiSWYKGZvRSTCChNj4ynZELzll1dJ+6Lm1WuX9/VK4yaPowgncApV8OAKGnAHTWgBgQie4RXeHOG8OO/Ox6K14OQzx/AHzucPcgWN2w==</latexit>

Find this

Given this

What is the probability of finding a 
preimage if h( ) is a random oracle?

• Throw a ball into a random bin
• P(bin i not empty) = 1-P(bin i empty)
• P(bin i empty after 1 throw) = 

• P(bin i empty after k throws) = 

• P(bin i not empty after         throws) = 

An ideal     -bit hash function provides    -bits of 
preimage resistance

2` � 1

2`

<latexit sha1_base64="PgnCHJ39w/8Gb1ApUAQR0EyIqa0=">AAACBHicbZDLSsNAFIYn9VbrLeqym8EiuLEkpaLLohuXFewFmlgm05N26OTCzEQoIQs3voobF4q49SHc+TZO2yDa+sPAx3/O4cz5vZgzqSzryyisrK6tbxQ3S1vbO7t75v5BW0aJoNCiEY9E1yMSOAuhpZji0I0FkMDj0PHGV9N65x6EZFF4qyYxuAEZhsxnlCht9c2y4wtC09pd6gDn2amd/XDWNytW1ZoJL4OdQwXlavbNT2cQ0SSAUFFOpOzZVqzclAjFKIes5CQSYkLHZAg9jSEJQLrp7IgMH2tngP1I6BcqPHN/T6QkkHISeLozIGokF2tT879aL1H+hZuyME4UhHS+yE84VhGeJoIHTABVfKKBUMH0XzEdEZ2K0rmVdAj24snL0K5V7Xr17KZeaVzmcRRRGR2hE2Sjc9RA16iJWoiiB/SEXtCr8Wg8G2/G+7y1YOQzh+iPjI9v61iYSQ==</latexit>

⇣2` � 1

2`

⌘k
⇡ k

2`

<latexit sha1_base64="OxKq2GbSY4n36w8xS7dXFCz3wIw=">AAACJXicbVDLSsNAFJ34rPUVdelmsAh1YUlKRRcuSt24rGAf0KRlMp20QyYPZiZiCfkZN/6KGxcWEVz5K07aINp6YOBwzrncuceJGBXSMD61ldW19Y3NwlZxe2d3b18/OGyLMOaYtHDIQt51kCCMBqQlqWSkG3GCfIeRjuPdZH7ngXBBw+BeTiJi+2gUUJdiJJU00K+tBh2VLZcjnFT7FmHs3ExzlmbeWd+DFooiHj7Cecz78Qd6yagYM8BlYuakBHI0B/rUGoY49kkgMUNC9EwjknaCuKSYkbRoxYJECHtoRHqKBsgnwk5mV6bwVClD6IZcvUDCmfp7IkG+EBPfUUkfybFY9DLxP68XS/fKTmgQxZIEeL7IjRmUIcwqg0PKCZZsogjCnKq/QjxGqgqpii2qEszFk5dJu1oxa5WLu1qp3sjrKIBjcALKwASXoA5uQRO0AAZP4AW8gan2rL1q79rHPLqi5TNH4A+0r293YKVL</latexit>

2`�1

2`
=

1

2

<latexit sha1_base64="esmEcWtAAVuYuoohojW6/QC7pYM=">AAACEHicbZC7SgNBFIZn4y3G26qlzWAQbQy7IaKNELSxjGAukF3D7ORsMmT2wsysEJZ9BBtfxcZCEVtLO9/G2SSFJh4Y+Pj/czhzfi/mTCrL+jYKS8srq2vF9dLG5tb2jrm715JRIig0acQj0fGIBM5CaCqmOHRiASTwOLS90XXutx9ASBaFd2ocgxuQQch8RonSUs88dnxBaFq9Tx3g/NTOMs05ZvgSTz1bS1nPLFsVa1J4EewZlNGsGj3zy+lHNAkgVJQTKbu2FSs3JUIxyiErOYmEmNARGUBXY0gCkG46OSjDR1rpYz8S+oUKT9TfEykJpBwHnu4MiBrKeS8X//O6ifIv3JSFcaIgpNNFfsKxinCeDu4zAVTxsQZCBdN/xXRIdApKZ1jSIdjzJy9Cq1qxa5Wz21q5fjWLo4gO0CE6QTY6R3V0gxqoiSh6RM/oFb0ZT8aL8W58TFsLxmxmH/0p4/MH/t2ckQ==</latexit>

2`�1

<latexit sha1_base64="a563h2NrU848fn4iX5Kscqehn/s=">AAAB8XicbVDLSgNBEOz1GeMr6tHLYBC8GHZDRI9BLx4jmAcma5iddJIhs7PLzKwQlvyFFw+KePVvvPk3TpI9aGJBQ1HVTXdXEAuujet+Oyura+sbm7mt/PbO7t5+4eCwoaNEMayzSESqFVCNgkusG24EtmKFNAwENoPRzdRvPqHSPJL3ZhyjH9KB5H3OqLHSQ/kx7aAQ596kWyi6JXcGsky8jBQhQ61b+Or0IpaEKA0TVOu258bGT6kynAmc5DuJxpiyER1g21JJQ9R+Ort4Qk6t0iP9SNmShszU3xMpDbUeh4HtDKkZ6kVvKv7ntRPTv/JTLuPEoGTzRf1EEBOR6fukxxUyI8aWUKa4vZWwIVWUGRtS3obgLb68TBrlklcpXdxVitXrLI4cHMMJnIEHl1CFW6hBHRhIeIZXeHO08+K8Ox/z1hUnmzmCP3A+fwDbwpBl</latexit>

`

<latexit sha1_base64="qNfGA8NmqgGuQ+lowkcYm1mCh5o=">AAAB63icbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0WPRi8cK9gPaUDbbSbt0dxN2N0IJ/QtePCji1T/kzX9j0uagrQ8GHu/NMDMviAU31nW/ndLa+sbmVnm7srO7t39QPTxqmyjRDFssEpHuBtSg4ApblluB3VgjlYHATjC5y/3OE2rDI/VopzH6ko4UDzmjNpf6KMSgWnPr7hxklXgFqUGB5qD61R9GLJGoLBPUmJ7nxtZPqbacCZxV+onBmLIJHWEvo4pKNH46v3VGzjJlSMJIZ6Usmau/J1IqjZnKIOuU1I7NspeL/3m9xIY3fspVnFhUbLEoTASxEckfJ0OukVkxzQhlmme3EjammjKbxVPJQvCWX14l7Yu6d1m/erisNW6LOMpwAqdwDh5cQwPuoQktYDCGZ3iFN0c6L86787FoLTnFzDH8gfP5Aw/+jkM=</latexit>

`

<latexit sha1_base64="qNfGA8NmqgGuQ+lowkcYm1mCh5o=">AAAB63icbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0WPRi8cK9gPaUDbbSbt0dxN2N0IJ/QtePCji1T/kzX9j0uagrQ8GHu/NMDMviAU31nW/ndLa+sbmVnm7srO7t39QPTxqmyjRDFssEpHuBtSg4ApblluB3VgjlYHATjC5y/3OE2rDI/VopzH6ko4UDzmjNpf6KMSgWnPr7hxklXgFqUGB5qD61R9GLJGoLBPUmJ7nxtZPqbacCZxV+onBmLIJHWEvo4pKNH46v3VGzjJlSMJIZ6Usmau/J1IqjZnKIOuU1I7NspeL/3m9xIY3fspVnFhUbLEoTASxEckfJ0OukVkxzQhlmme3EjammjKbxVPJQvCWX14l7Yu6d1m/erisNW6LOMpwAqdwDh5cQwPuoQktYDCGZ3iFN0c6L86787FoLTnFzDH8gfP5Aw/+jkM=</latexit>



Second Pre-image resistance

Find this

Given this

What is the probability of finding a 
second preimage if h( ) is a random 
oracle?

• Similar analysis to pre-image resistance

An ideal     -bit hash function provides    -bits of second 
preimage resistance

`

<latexit sha1_base64="qNfGA8NmqgGuQ+lowkcYm1mCh5o=">AAAB63icbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0WPRi8cK9gPaUDbbSbt0dxN2N0IJ/QtePCji1T/kzX9j0uagrQ8GHu/NMDMviAU31nW/ndLa+sbmVnm7srO7t39QPTxqmyjRDFssEpHuBtSg4ApblluB3VgjlYHATjC5y/3OE2rDI/VopzH6ko4UDzmjNpf6KMSgWnPr7hxklXgFqUGB5qD61R9GLJGoLBPUmJ7nxtZPqbacCZxV+onBmLIJHWEvo4pKNH46v3VGzjJlSMJIZ6Usmau/J1IqjZnKIOuU1I7NspeL/3m9xIY3fspVnFhUbLEoTASxEckfJ0OukVkxzQhlmme3EjammjKbxVPJQvCWX14l7Yu6d1m/erisNW6LOMpwAqdwDh5cQwPuoQktYDCGZ3iFN0c6L86787FoLTnFzDH8gfP5Aw/+jkM=</latexit>

`

<latexit sha1_base64="qNfGA8NmqgGuQ+lowkcYm1mCh5o=">AAAB63icbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0WPRi8cK9gPaUDbbSbt0dxN2N0IJ/QtePCji1T/kzX9j0uagrQ8GHu/NMDMviAU31nW/ndLa+sbmVnm7srO7t39QPTxqmyjRDFssEpHuBtSg4ApblluB3VgjlYHATjC5y/3OE2rDI/VopzH6ko4UDzmjNpf6KMSgWnPr7hxklXgFqUGB5qD61R9GLJGoLBPUmJ7nxtZPqbacCZxV+onBmLIJHWEvo4pKNH46v3VGzjJlSMJIZ6Usmau/J1IqjZnKIOuU1I7NspeL/3m9xIY3fspVnFhUbLEoTASxEckfJ0OukVkxzQhlmme3EjammjKbxVPJQvCWX14l7Yu6d1m/erisNW6LOMpwAqdwDh5cQwPuoQktYDCGZ3iFN0c6L86787FoLTnFzDH8gfP5Aw/+jkM=</latexit>

y 2 {0, 1}`

<latexit sha1_base64="5DEg5ZxdOEs3e+cEbGlvQWNBWe8=">AAAB+XicbVBNS8NAEJ3Ur1q/oh69LBbBg5REKnosevFYwX5AE8tmu2mXbjZhd1MIof/EiwdFvPpPvPlv3LY5aOuDgcd7M8zMCxLOlHacb6u0tr6xuVXeruzs7u0f2IdHbRWnktAWiXksuwFWlDNBW5ppTruJpDgKOO0E47uZ35lQqVgsHnWWUD/CQ8FCRrA2Ut+2M48JL3cuXG/65FHO+3bVqTlzoFXiFqQKBZp9+8sbxCSNqNCEY6V6rpNoP8dSM8LptOKliiaYjPGQ9gwVOKLKz+eXT9GZUQYojKUpodFc/T2R40ipLApMZ4T1SC17M/E/r5fq8MbPmUhSTQVZLApTjnSMZjGgAZOUaJ4Zgolk5lZERlhiok1YFROCu/zyKmlf1tx67eqhXm3cFnGU4QRO4RxcuIYG3EMTWkBgAs/wCm9Wbr1Y79bHorVkFTPH8AfW5w/pOJMz</latexit>

x1 2 {0, 1}⇤

<latexit sha1_base64="MZq7uKmTLygTouKpl0RiR2UlsP0=">AAAB+HicbVDLSsNAFL3xWeujUZduBosgIiWRii6LblxWsA9oYphMJ+3QySTMTMQa+iVuXCji1k9x5984fSy09cCFwzn3cu89YcqZ0o7zbS0tr6yurRc2iptb2zsle3evqZJMEtogCU9kO8SKciZoQzPNaTuVFMchp61wcD32Ww9UKpaIOz1MqR/jnmARI1gbKbBLj4HrMeHlzqnrje5PArvsVJwJ0CJxZ6QMM9QD+8vrJiSLqdCEY6U6rpNqP8dSM8LpqOhliqaYDHCPdgwVOKbKzyeHj9CRUbooSqQpodFE/T2R41ipYRyazhjrvpr3xuJ/XifT0aWfM5FmmgoyXRRlHOkEjVNAXSYp0XxoCCaSmVsR6WOJiTZZFU0I7vzLi6R5VnGrlfPbarl2NYujAAdwCMfgwgXU4Abq0AACGTzDK7xZT9aL9W59TFuXrNnMPvyB9fkDaW6SSQ==</latexit>

x2 2 {0, 1}⇤

<latexit sha1_base64="X2x7MtjfJZoJ7WzEm62EqaKxTys=">AAAB+HicbVBNS8NAEJ3Ur1o/GvXoJVgEESlJqeix6MVjBfsBTQyb7aZdutmE3Y1YQ3+JFw+KePWnePPfuG1z0NYHA4/3ZpiZFySMSmXb30ZhZXVtfaO4Wdra3tktm3v7bRmnApMWjlksugGShFFOWooqRrqJICgKGOkEo+up33kgQtKY36lxQrwIDTgNKUZKS75ZfvRrLuVuZp857uT+1DcrdtWewVomTk4qkKPpm19uP8ZpRLjCDEnZc+xEeRkSimJGJiU3lSRBeIQGpKcpRxGRXjY7fGIda6VvhbHQxZU1U39PZCiSchwFujNCaigXvan4n9dLVXjpZZQnqSIczxeFKbNUbE1TsPpUEKzYWBOEBdW3WniIBMJKZ1XSITiLLy+Tdq3q1Kvnt/VK4yqPowiHcAQn4MAFNOAGmtACDCk8wyu8GU/Gi/FufMxbC0Y+cwB/YHz+AGr+kko=</latexit>

h(x1)

<latexit sha1_base64="du1WPjArZjOtI8nrElUFMOIa6GI=">AAAB7XicbVBNSwMxEJ2tX7V+VT16CRahXsqutOix6MVjBfsB7VKyabaNzSZLkhXL0v/gxYMiXv0/3vw3pu0etPXBwOO9GWbmBTFn2rjut5NbW9/Y3MpvF3Z29/YPiodHLS0TRWiTSC5VJ8CaciZo0zDDaSdWFEcBp+1gfDPz249UaSbFvZnE1I/wULCQEWys1BqVn/reeb9YcivuHGiVeBkpQYZGv/jVG0iSRFQYwrHWXc+NjZ9iZRjhdFroJZrGmIzxkHYtFTii2k/n107RmVUGKJTKljBorv6eSHGk9SQKbGeEzUgvezPxP6+bmPDKT5mIE0MFWSwKE46MRLPX0YApSgyfWIKJYvZWREZYYWJsQAUbgrf88ippXVS8aqV2Vy3Vr7M48nACp1AGDy6hDrfQgCYQeIBneIU3RzovzrvzsWjNOdnMMfyB8/kDmSmOfw==</latexit>

h(
x2
)

<latexit sha1_base64="BS83cTO/3KCQRNv83Ai5Bibssm0=">AAAB7XicbVBNSwMxEJ2tX7V+VT16CRahXspuqeix6MVjBfsB7VKyabaNzSZLkhXL0v/gxYMiXv0/3vw3pu0etPXBwOO9GWbmBTFn2rjut5NbW9/Y3MpvF3Z29/YPiodHLS0TRWiTSC5VJ8CaciZo0zDDaSdWFEcBp+1gfDPz249UaSbFvZnE1I/wULCQEWys1BqVn/rV836x5FbcOdAq8TJSggyNfvGrN5AkiagwhGOtu54bGz/FyjDC6bTQSzSNMRnjIe1aKnBEtZ/Or52iM6sMUCiVLWHQXP09keJI60kU2M4Im5Fe9mbif143MeGVnzIRJ4YKslgUJhwZiWavowFTlBg+sQQTxeytiIywwsTYgAo2BG/55VXSqla8WuXirlaqX2dx5OEETqEMHlxCHW6hAU0g8ADP8ApvjnRenHfnY9Gac7KZY/gD5/MHmq6OgA==</latexit>



Collision resistance

y 2 {0, 1}`

<latexit sha1_base64="5DEg5ZxdOEs3e+cEbGlvQWNBWe8=">AAAB+XicbVBNS8NAEJ3Ur1q/oh69LBbBg5REKnosevFYwX5AE8tmu2mXbjZhd1MIof/EiwdFvPpPvPlv3LY5aOuDgcd7M8zMCxLOlHacb6u0tr6xuVXeruzs7u0f2IdHbRWnktAWiXksuwFWlDNBW5ppTruJpDgKOO0E47uZ35lQqVgsHnWWUD/CQ8FCRrA2Ut+2M48JL3cuXG/65FHO+3bVqTlzoFXiFqQKBZp9+8sbxCSNqNCEY6V6rpNoP8dSM8LptOKliiaYjPGQ9gwVOKLKz+eXT9GZUQYojKUpodFc/T2R40ipLApMZ4T1SC17M/E/r5fq8MbPmUhSTQVZLApTjnSMZjGgAZOUaJ4Zgolk5lZERlhiok1YFROCu/zyKmlf1tx67eqhXm3cFnGU4QRO4RxcuIYG3EMTWkBgAs/wCm9Wbr1Y79bHorVkFTPH8AfW5w/pOJMz</latexit>

Find any 
pair such 

that

What is the probability of finding a collision if 
h( ) is a random oracle?

• Analysis based on the birthday paradox: how many people do 
you need in the room to expect some pair share a birthday? 
Answer: only 23.

• Intuition: if there are k days, and O(sqrt(k)) people in a room, 
there are O(sqrt(k)^2)=O(k) pairs of people. 

• Each pair of birthdays differs by 0..(k-1)/2 days, so after 
seeing O(k) pairs, you would expect to see a pair the differed 
by 0 days.

An ideal     -bit hash function provides    -bits of collision 
resistance

x1 2 {0, 1}⇤

<latexit sha1_base64="MZq7uKmTLygTouKpl0RiR2UlsP0=">AAAB+HicbVDLSsNAFL3xWeujUZduBosgIiWRii6LblxWsA9oYphMJ+3QySTMTMQa+iVuXCji1k9x5984fSy09cCFwzn3cu89YcqZ0o7zbS0tr6yurRc2iptb2zsle3evqZJMEtogCU9kO8SKciZoQzPNaTuVFMchp61wcD32Ww9UKpaIOz1MqR/jnmARI1gbKbBLj4HrMeHlzqnrje5PArvsVJwJ0CJxZ6QMM9QD+8vrJiSLqdCEY6U6rpNqP8dSM8LpqOhliqaYDHCPdgwVOKbKzyeHj9CRUbooSqQpodFE/T2R41ipYRyazhjrvpr3xuJ/XifT0aWfM5FmmgoyXRRlHOkEjVNAXSYp0XxoCCaSmVsR6WOJiTZZFU0I7vzLi6R5VnGrlfPbarl2NYujAAdwCMfgwgXU4Abq0AACGTzDK7xZT9aL9W59TFuXrNnMPvyB9fkDaW6SSQ==</latexit>

x2 2 {0, 1}⇤

<latexit sha1_base64="X2x7MtjfJZoJ7WzEm62EqaKxTys=">AAAB+HicbVBNS8NAEJ3Ur1o/GvXoJVgEESlJqeix6MVjBfsBTQyb7aZdutmE3Y1YQ3+JFw+KePWnePPfuG1z0NYHA4/3ZpiZFySMSmXb30ZhZXVtfaO4Wdra3tktm3v7bRmnApMWjlksugGShFFOWooqRrqJICgKGOkEo+up33kgQtKY36lxQrwIDTgNKUZKS75ZfvRrLuVuZp857uT+1DcrdtWewVomTk4qkKPpm19uP8ZpRLjCDEnZc+xEeRkSimJGJiU3lSRBeIQGpKcpRxGRXjY7fGIda6VvhbHQxZU1U39PZCiSchwFujNCaigXvan4n9dLVXjpZZQnqSIczxeFKbNUbE1TsPpUEKzYWBOEBdW3WniIBMJKZ1XSITiLLy+Tdq3q1Kvnt/VK4yqPowiHcAQn4MAFNOAGmtACDCk8wyu8GU/Gi/FufMxbC0Y+cwB/YHz+AGr+kko=</latexit>

h(x1)

<latexit sha1_base64="du1WPjArZjOtI8nrElUFMOIa6GI=">AAAB7XicbVBNSwMxEJ2tX7V+VT16CRahXsqutOix6MVjBfsB7VKyabaNzSZLkhXL0v/gxYMiXv0/3vw3pu0etPXBwOO9GWbmBTFn2rjut5NbW9/Y3MpvF3Z29/YPiodHLS0TRWiTSC5VJ8CaciZo0zDDaSdWFEcBp+1gfDPz249UaSbFvZnE1I/wULCQEWys1BqVn/reeb9YcivuHGiVeBkpQYZGv/jVG0iSRFQYwrHWXc+NjZ9iZRjhdFroJZrGmIzxkHYtFTii2k/n107RmVUGKJTKljBorv6eSHGk9SQKbGeEzUgvezPxP6+bmPDKT5mIE0MFWSwKE46MRLPX0YApSgyfWIKJYvZWREZYYWJsQAUbgrf88ippXVS8aqV2Vy3Vr7M48nACp1AGDy6hDrfQgCYQeIBneIU3RzovzrvzsWjNOdnMMfyB8/kDmSmOfw==</latexit>

h(
x2
)

<latexit sha1_base64="BS83cTO/3KCQRNv83Ai5Bibssm0=">AAAB7XicbVBNSwMxEJ2tX7V+VT16CRahXspuqeix6MVjBfsB7VKyabaNzSZLkhXL0v/gxYMiXv0/3vw3pu0etPXBwOO9GWbmBTFn2rjut5NbW9/Y3MpvF3Z29/YPiodHLS0TRWiTSC5VJ8CaciZo0zDDaSdWFEcBp+1gfDPz249UaSbFvZnE1I/wULCQEWys1BqVn/rV836x5FbcOdAq8TJSggyNfvGrN5AkiagwhGOtu54bGz/FyjDC6bTQSzSNMRnjIe1aKnBEtZ/Or52iM6sMUCiVLWHQXP09keJI60kU2M4Im5Fe9mbif143MeGVnzIRJ4YKslgUJhwZiWavowFTlBg+sQQTxeytiIywwsTYgAo2BG/55VXSqla8WuXirlaqX2dx5OEETqEMHlxCHW6hAU0g8ADP8ApvjnRenHfnY9Gac7KZY/gD5/MHmq6OgA==</latexit>

`

<latexit sha1_base64="qNfGA8NmqgGuQ+lowkcYm1mCh5o=">AAAB63icbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0WPRi8cK9gPaUDbbSbt0dxN2N0IJ/QtePCji1T/kzX9j0uagrQ8GHu/NMDMviAU31nW/ndLa+sbmVnm7srO7t39QPTxqmyjRDFssEpHuBtSg4ApblluB3VgjlYHATjC5y/3OE2rDI/VopzH6ko4UDzmjNpf6KMSgWnPr7hxklXgFqUGB5qD61R9GLJGoLBPUmJ7nxtZPqbacCZxV+onBmLIJHWEvo4pKNH46v3VGzjJlSMJIZ6Usmau/J1IqjZnKIOuU1I7NspeL/3m9xIY3fspVnFhUbLEoTASxEckfJ0OukVkxzQhlmme3EjammjKbxVPJQvCWX14l7Yu6d1m/erisNW6LOMpwAqdwDh5cQwPuoQktYDCGZ3iFN0c6L86787FoLTnFzDH8gfP5Aw/+jkM=</latexit>

`

2

<latexit sha1_base64="T9rPQfQAVpNA4i9nshC3lZ699ts=">AAAB9XicbVDLSgNBEOyNrxhfUY9eBoPgKeyGiB6DXjxGMA9I1jA76U2GzD6YmVXCsv/hxYMiXv0Xb/6Nk2QPmljQUFR1093lxYIrbdvfVmFtfWNzq7hd2tnd2z8oHx61VZRIhi0WiUh2PapQ8BBbmmuB3VgiDTyBHW9yM/M7jygVj8J7PY3RDego5D5nVBvpoe9LytI+CpGltWxQrthVew6ySpycVCBHc1D+6g8jlgQYaiaoUj3HjrWbUqk5E5iV+onCmLIJHWHP0JAGqNx0fnVGzowyJH4kTYWazNXfEykNlJoGnukMqB6rZW8m/uf1Eu1fuSkP40RjyBaL/EQQHZFZBGTIJTItpoZQJrm5lbAxNUFoE1TJhOAsv7xK2rWqU69e3NUrjes8jiKcwCmcgwOX0IBbaEILGEh4hld4s56sF+vd+li0Fqx85hj+wPr8AdvHksE=</latexit>



Bits of security

If you require 128-bits of pre-image resistance, 
which of these hash functions are acceptable?

If you require 128-bits of collision resistance, 
which of these hash functions are acceptable?

Hash 
algorithm

Output bit 
length

MD5 128

SHA-1 160

SHA-256 256

SHA-512 512



Hashing: try it yourself in Python

>>> import hashlib
>>> hashlib.sha224(b"Hello1").hexdigest()
'cddd99351fcf09db06222975af5a8c6a5f01f373e37062eeed65db99'
>>> hashlib.sha224(b"Hello2").hexdigest()
'4b35f88bf7e4396e6fb41fed2305592beeda45b4e782f7c0d998db6f'
>>> hashlib.sha224(b"Hello3").hexdigest()
'1122550736f8baea19830d4f6f53fced3b9f28f691728823d62d4642’

Hashing different messages with the same hash function:



Hashing: try it yourself in Python3

>>> hashlib.md5(b"Hey").hexdigest()
'd0eedb799584d850fdd802fd3c27ae34'
>>> hashlib.sha1(b"Hey").hexdigest()
'e4599fa9f2653074005dad27f086837c20faeef4'
>>> hashlib.sha256(b"Hey").hexdigest()
'581d43745726e0ee62911178bfb3887c3fe295d29eeb741f0e40f91e8a70907a'
>>> hashlib.sha512(b"Hey").hexdigest()
'ec90c352aac8deb3e15d399f719ee3aa0a9e2dcb4d197cfb32c0314e216c5e861
6f3193791421150967ee0ef97cfcebae1928612222800eea1bc3fb45598736d’
>>> hashlib.blake2b(b"Hey").hexdigest()
'dfaad2d4f5391cfab4440d692d45aea4d81c083d194f5d84e4d193aecd85f2b6a
81f969ce012080de78b7329a6e5718c1846e17e8a9647f1e8e574f543426f18'

Hashing the same message with different hash functions:



Collisions in MD5

>>> import hashlib
>>> 
hashlib.md5(bytes.fromhex("4dc968ff0ee35c209572d4777b72158
7d36fa7b21bdc56b74a3dc0783e7b9518afbfa202a8284bf36e8e4b55b
35f427593d849676da0d1d55d8360fb5f07fea2")).hexdigest()
'008ee33a9d58b51cfeb425b0959121c9’
>>> 
hashlib.md5(bytes.fromhex("4dc968ff0ee35c209572d4777b72158
7d36fa7b21bdc56b74a3dc0783e7b9518afbfa200a8284bf36e8e4b55b
35f427593d849676da0d1555d8360fb5f07fea2")).hexdigest()
'008ee33a9d58b51cfeb425b0959121c9'Uh oh

Md5 is no Longer collision resistant
Collisions can be found faster than brute-force search!!



Final points about hashing

• Hashing is deterministic. Hash the same 
message twice, get the same output

• Don’t get confused: Hashing is not 
encryption! It doesn’t have a decryption 
function or a key

• Every hash function has collisions (there are 
more balls than bins)



CREDITS: This presentation template was created by Slidesgo, 
including icons by Flaticon, and infographics & images by 
Freepik and illustrations by Stories
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