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block ciphers

SE 4472 - Information Security



block 
ciphers

• Encryption of fixed length 
chunks of bits (called “blocks”)

• Each block is encrypted 
separately



decryptKeygen encrypt

Accepts a b-bit plaintext and k-bit key 
and outputs a b-bit ciphertext

Accepts a b-bit ciphertext and k-bit key 
and outputs a b-bit plaintext

Accepts a security parameter k, outputs 
a random k-bit key

Block ciphers

Gen : k ! {0, 1}k

<latexit sha1_base64="X6JVA0bCWCfAMkK6Al5PVH/sqQs=">AAACCXicbVDLSsNAFJ3UV62vqEs3g0VwISWRiuKq6EKXFewDmlgm00k7dDITZiZKCdm68VfcuFDErX/gzr9x2mahrQcuHM65l3vvCWJGlXacb6uwsLi0vFJcLa2tb2xu2ds7TSUSiUkDCyZkO0CKMMpJQ1PNSDuWBEUBI61geDn2W/dEKir4rR7FxI9Qn9OQYqSN1LVh6qkQXhGencOhJ2l/oJGU4sFLnSPXy+6GXbvsVJwJ4Dxxc1IGOepd+8vrCZxEhGvMkFId14m1nyKpKWYkK3mJIjHCQ9QnHUM5iojy08knGTwwSg+GQpriGk7U3xMpipQaRYHpjJAeqFlvLP7ndRIdnvkp5XGiCcfTRWHCoBZwHAvsUUmwZiNDEJbU3ArxAEmEtQmvZEJwZ1+eJ83jilutnNxUy7WLPI4i2AP74BC44BTUwDWogwbA4BE8g1fwZj1ZL9a79TFtLVj5zC74A+vzB9LEmco=</latexit>

Enc : {0, 1}b ⇥ {0, 1}k ! {0, 1}b

<latexit sha1_base64="Wjv+oL2o7W5T9W84GcXf75C0d5U=">AAACIHicbVDLSgMxFM3UV62vUZdugkVwIWVGKhVXRRFcVrAP6NSSSTNtaOZBckcpQz/Fjb/ixoUiutOvMR1H0dYDgZNz7uXee9xIcAWW9W7k5uYXFpfyy4WV1bX1DXNzq6HCWFJWp6EIZcsligkesDpwEKwVSUZ8V7CmOzyb+M0bJhUPgysYRazjk37APU4JaKlrVhJHefg8oOMT7CTWge2Mr10HuM/U93foSN4fAJEyvP0p6ZpFq2SlwLPEzkgRZah1zTenF9LYZwFQQZRq21YEnYRI4FSwccGJFYsIHZI+a2saEL1BJ0kPHOM9rfSwF0r9AsCp+rsjIb5SI9/VlT6BgZr2JuJ/XjsG77iT8CCKgekM0kFeLDCEeJIW7nHJKIiRJoRKrnfFdEAkoaAzLegQ7OmTZ0njsGSXS0eX5WL1NIsjj3bQLtpHNqqgKrpANVRHFN2hB/SEno1749F4MV6/SnNG1rON/sD4+ASzuaK5</latexit>

Dec : {0, 1}b ⇥ {0, 1}k ! {0, 1}b

<latexit sha1_base64="+EXJ8i7G5hrMSRPKLDfoOMOQBOc=">AAACIHicbVDLSgMxFM34rPU16tJNsAgupMxIpeKqqAuXFewDOrVk0kwbmnmQ3FHKMJ/ixl9x40IR3enXmLajaOuBwMk593LvPW4kuALL+jDm5hcWl5ZzK/nVtfWNTXNru67CWFJWo6EIZdMligkesBpwEKwZSUZ8V7CGOzgf+Y1bJhUPg2sYRqztk17APU4JaKljlhNHefiC0fQUO4l1aDvpjesA95n6/g4cyXt9IFKGdz8lHbNgFa0x8CyxM1JAGaod893phjT2WQBUEKVathVBOyESOBUszTuxYhGhA9JjLU0DojdoJ+MDU7yvlS72QqlfAHis/u5IiK/U0Hd1pU+gr6a9kfif14rBO2knPIhiYAGdDPJigSHEo7Rwl0tGQQw1IVRyvSumfSIJBZ1pXodgT588S+pHRbtUPL4qFSpnWRw5tIv20AGyURlV0CWqohqi6B49omf0YjwYT8ar8TYpnTOynh30B8bnF6Kwoq8=</latexit>



An Ideal 
block cipher



An Ideal Block cipher

Encryption is injective
Every plaintext maps to a unique ciphertext



An Ideal Block cipher

Encryption is surjective
Every ciphertext is associated with some 

plaintext



An Ideal Block cipher

Injective + Surjective = Bijective
Every plaintext is associated with a unique 

ciphertext, and vice versa



An Ideal Block cipher

Encryption is a permutation 
(shuffle) of b-bit strings

{0, 1}b {0, 1}b



There are 2k keys Each key “chooses” some permutation 
from the permutation space

Key space Permutation selection

permutation spacePlaintext space Ciphertext space

There are 2b ciphertexts There are 2b! permutations of 2b

elements
There are 2b plaintexts

k1

<latexit sha1_base64="1QxWHSLE5brnf2u4WV0/n32JBnI=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoseiF48V7Qe0oWy2k3bpZhN2N0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28H4dua3n1BpHstHM0nQj+hQ8pAzaqz0MO57/XLFrbpzkFXi5aQCORr98ldvELM0QmmYoFp3PTcxfkaV4UzgtNRLNSaUjekQu5ZKGqH2s/mpU3JmlQEJY2VLGjJXf09kNNJ6EgW2M6JmpJe9mfif101NeO1nXCapQckWi8JUEBOT2d9kwBUyIyaWUKa4vZWwEVWUGZtOyYbgLb+8SloXVa9WvbyvVeo3eRxFOIFTOAcPrqAOd9CAJjAYwjO8wpsjnBfn3flYtBacfOYY/sD5/AH6a42b</latexit>

k2

<latexit sha1_base64="cTJT56aeBCvAiPGO51Pxa6sEv5k=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lKRY9FLx4r2lpoQ9lsJ+3SzSbsboQS+hO8eFDEq7/Im//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoreNUMWyxWMSqE1CNgktsGW4EdhKFNAoEPgbjm5n/+IRK81g+mEmCfkSHkoecUWOl+3G/1i9X3Ko7B1klXk4qkKPZL3/1BjFLI5SGCap113MT42dUGc4ETku9VGNC2ZgOsWuppBFqP5ufOiVnVhmQMFa2pCFz9fdERiOtJ1FgOyNqRnrZm4n/ed3UhFd+xmWSGpRssShMBTExmf1NBlwhM2JiCWWK21sJG1FFmbHplGwI3vLLq6Rdq3r16sVdvdK4zuMowgmcwjl4cAkNuIUmtIDBEJ7hFd4c4bw4787HorXg5DPH8AfO5w/7742c</latexit>

k3

<latexit sha1_base64="NlpMDCYuF25bJa9NAowpQrLqSAk=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0m0oseiF48V7Qe0oWy2m3bpZhN2J0IJ/QlePCji1V/kzX/jts1Bqw8GHu/NMDMvSKQw6LpfTmFldW19o7hZ2tre2d0r7x+0TJxqxpsslrHuBNRwKRRvokDJO4nmNAokbwfjm5nffuTaiFg94CThfkSHSoSCUbTS/bh/3i9X3Ko7B/lLvJxUIEejX/7sDWKWRlwhk9SYrucm6GdUo2CST0u91PCEsjEd8q6likbc+Nn81Ck5scqAhLG2pZDM1Z8TGY2MmUSB7YwojsyyNxP/87ophld+JlSSIldssShMJcGYzP4mA6E5QzmxhDIt7K2EjaimDG06JRuCt/zyX9I6q3q16sVdrVK/zuMowhEcwyl4cAl1uIUGNIHBEJ7gBV4d6Tw7b877orXg5DOH8AvOxzf9c42d</latexit>

An Ideal Block cipher



An electronic codebook

00
01
10
11

01
11
00
10

Plaintext Ciphertext

So a block cipher is like a collection of codebooks 
Which codebook did you pick? Shh, it’s a secret

k1

<latexit sha1_base64="1QxWHSLE5brnf2u4WV0/n32JBnI=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoseiF48V7Qe0oWy2k3bpZhN2N0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28H4dua3n1BpHstHM0nQj+hQ8pAzaqz0MO57/XLFrbpzkFXi5aQCORr98ldvELM0QmmYoFp3PTcxfkaV4UzgtNRLNSaUjekQu5ZKGqH2s/mpU3JmlQEJY2VLGjJXf09kNNJ6EgW2M6JmpJe9mfif101NeO1nXCapQckWi8JUEBOT2d9kwBUyIyaWUKa4vZWwEVWUGZtOyYbgLb+8SloXVa9WvbyvVeo3eRxFOIFTOAcPrqAOd9CAJjAYwjO8wpsjnBfn3flYtBacfOYY/sD5/AH6a42b</latexit>

00
01
10
11

11
01
10
00

Plaintext Ciphertext

00
01
10
11

11
00
01
10

Plaintext Ciphertext

k2

<latexit sha1_base64="cTJT56aeBCvAiPGO51Pxa6sEv5k=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lKRY9FLx4r2lpoQ9lsJ+3SzSbsboQS+hO8eFDEq7/Im//GbZuDtj4YeLw3w8y8IBFcG9f9dgpr6xubW8Xt0s7u3v5B+fCoreNUMWyxWMSqE1CNgktsGW4EdhKFNAoEPgbjm5n/+IRK81g+mEmCfkSHkoecUWOl+3G/1i9X3Ko7B1klXk4qkKPZL3/1BjFLI5SGCap113MT42dUGc4ETku9VGNC2ZgOsWuppBFqP5ufOiVnVhmQMFa2pCFz9fdERiOtJ1FgOyNqRnrZm4n/ed3UhFd+xmWSGpRssShMBTExmf1NBlwhM2JiCWWK21sJG1FFmbHplGwI3vLLq6Rdq3r16sVdvdK4zuMowgmcwjl4cAkNuIUmtIDBEJ7hFd4c4bw4787HorXg5DPH8AfO5w/7742c</latexit>

k3

<latexit sha1_base64="NlpMDCYuF25bJa9NAowpQrLqSAk=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0m0oseiF48V7Qe0oWy2m3bpZhN2J0IJ/QlePCji1V/kzX/jts1Bqw8GHu/NMDMvSKQw6LpfTmFldW19o7hZ2tre2d0r7x+0TJxqxpsslrHuBNRwKRRvokDJO4nmNAokbwfjm5nffuTaiFg94CThfkSHSoSCUbTS/bh/3i9X3Ko7B/lLvJxUIEejX/7sDWKWRlwhk9SYrucm6GdUo2CST0u91PCEsjEd8q6likbc+Nn81Ck5scqAhLG2pZDM1Z8TGY2MmUSB7YwojsyyNxP/87ophld+JlSSIldssShMJcGYzP4mA6E5QzmxhDIt7K2EjaimDG06JRuCt/zyX9I6q3q16sVdrVK/zuMowhEcwyl4cAl1uIUGNIHBEJ7gBV4d6Tw7b877orXg5DOH8AvOxzf9c42d</latexit>



Encrypting large plaintexts

If block ciphers act on short 
blocks, how do we encrypt a 
long message?



Cipher modes 
of operation



Electronic codebook mode (ECB)

m0

c0

m1

c1

m2

c2

mn

cn

…

…

Key Key Key Key



Electronic codebook mode (ECB)

00
01
10
11

11
00
01
10

Plaintext Ciphertext

001100010001010110101000

111011001100000001010111

Approach
Encrypt each block separately



Electronic codebook mode (ECB)

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 02

FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FD
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FE
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

67 8E EE 31 4C FC 24 2E F7 62 9E 39 D3 08 A1 4E 
51 03 35 71 62 68 87 E3 CB 16 86 BD EF C6 13 C3 
3B 1D F9 59 A8 31 C6 70 AF A8 F2 4A B9 B8 27 4B

F1 34 B9 FD 4B 01 43 33 C7 20 C2 17 29 A5 CB 11 
D1 2E 8D B2 4F F4 F3 77 E8 9F 92 31 A3 38 48 B0 
B0 5B 46 3E 58 2A AE FC 5A 40 58 E9 B4 5F 34 B3

PLAINTEXT CIPHERTEXT

…

ECB with a 128-bit block size (for a given key)

…

…
…

The codebook has 2128 entries



Electronic codebook mode (ECB)

FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

B0 5B 46 3E 58 2A AE FC 5A 40 58 E9 B4 5F 34 B3

Doesn’t that mean this:

always encrypts to this?:

Wait a second



Electronic codebook mode (ECB)

Slide1.bmp hexdump



Electronic codebook mode (ECB)



Electronic codebook mode (ECB)

Blocks of white pixels encrypt to random-looking colours



Electronic codebook mode (ECB)

Problem: They always encrypt to the same colours



Electronic codebook mode (ECB)



Electronic codebook mode (ECB)

Is this cipher mode 
indistinguishable under 

eavesdropping?
(IND-EAV)



Electronic codebook mode (ECB)



Electronic codebook mode (ECB)

What if we combined blocks 
together somehow to break 
up local structure?



Electronic codebook mode (ECB)

What if you could encrypt a 
plaintext twice but get two 
different ciphertexts?



Cipher block chaining (CBC)

m0

c0

mn

cn

…

…

IV

m1

c1

m2

c2

…



00
01
10
11

11
00
01
10

Plaintext Ciphertext

Approach
Xor each plaintext block with previous ciphertext block

00000000000000

01001110010011

10Initialization 
vector

Cipher block chaining (CBC)



Cipher block chaining (CBC)

ECB mode CBC mode



00
01
10
11

11
00
01
10

Plaintext Ciphertext

Decryption still feeds the previous ciphertext forward

Initialization vector is needed to decrypt

00000000000000

01001110010011

10
DecDec Dec Dec Dec Dec Dec

Initialization 
vector

Cipher block chaining (CBC)



00000000000000

01001110010011

10
00000000000000

10010011100100

11

Different initialization vectors produce 
different ciphertexts on the same plaintext

Cipher block chaining (CBC)

Randomized encryption



The initialization vector is:
• Not secret
• Sent along with the ciphertext
• Must only ever be used once
• Must not be predictable

Cipher block chaining (CBC)



Counter mode (CTR)

IV

c0

…

…

m0

IV+1

c1

m1

IV+n

cn

mn



00
01
10
11

11
00
01
10

Plaintext Ciphertext

Approach
Encrypt a counter. Xor result with plaintext

01

00

Cipher block chaining (CBC)

10

10

00

11

11

00

00

00

00

01

00000000
Plaintext:

10
iv:



00
01
10
11

11
00
01
10

Plaintext Ciphertext

decryption
Notice it uses the encryption function!

01

00

Cipher block chaining (CBC)

10

10

00

11

11

00

00

00

00

01

01101100
ciphertext:

10
iv:



Pros:
• Not vulnerable to padding oracle attacks
• Simpler implementation
• Parallelizable, pre-processable, random access

Cipher block chaining (CBC)

Cons:
• Not safe for small block lengths (<128-bits)



CBC mode in the CPA game

00
01
10
11

11
00
01
10

Plaintext Ciphertextguesser challenger
Encrypt 00 00

01

00

IV = 01  CT = 00

Encrypt 00
IV = 11  CT = 10

00

11

10

…
…

Challenge messages: 00 and 11

IV = 10  CT = 01
00

10

01

…

I HAVEN’T SEEN 
THIS BEFORE

Coin toss picks 00 
to encrypt



CtR mode in the CPA game

00
01
10
11

11
00
01
10

Plaintext Ciphertextguesser challenger
Encrypt 00

01

00
IV = 01  CT = 00

Encrypt 00
IV = 11  CT = 10

…
…

Challenge messages: 00 and 11

IV = 10  CT = 01

Coin toss picks 00 
to encrypt

…

I HAVEN’T SEEN 
THIS BEFORE

11

00
10

10

00
01

00



Defeating chosen plaintext attacks

Randomized encryption is how 
we can defeat the chosen 
plaintext attack



Cipher modes in our Security games

exercise
Prove CBC mode is not IND-CPA secure If
you can predict the IV/counter
Hint: Imagine the challenger incremented the IV by 1 with each new encryption. How could you 
exploit this fact to counteract the contribution of the IV?



Advanced
Encryption
standard (AES)

… …



AES encryption

m0

c0

Key
What’s 
inside?



AES encryption

Plaintext

Round 
function

Key

Ciphertext

… …

Round 
function

Round 
function

Key 
schedule

Key 
schedule

Round 1

Round 2

Round 10

• 128-bit plaintext
• 128-bit ciphertext
• 128-, 192, or 256-bit key
• 10, 12, or 14 identical “rounds”
• Key schedule creates different

“sub-keys” for each round

Top-level structure



AES round function
b0 b4 b8 b12

b1 b5 b9 b13

b2 b6 b10 b14

b3 b7 b11 b15

Input (16 bytes)

c0 c4 c8 c12

c1 c5 c9 c13

c2 c6 c10 c14

c3 c7 c11 c15

SubBytes

ci = b�1
i + 0x63

where:

c0 c4 c8 c12

c5 c9 c13 c1

c10 c14 c2 c6

c15 c3 c7 c11

ShiftRows

e0 e4 e8 e12

e1 e5 e9 e13

e2 e6 e10 e14

e3 e7 e11 e15

AddRoundKey

ei = di + ki

to next
round

d0 d4 d8 d12

d1 d5 d9 d13

d2 d6 d10 d14

d3 d7 d11 d15

MixColumns

where:
0

BB@

02 03 01 01
01 02 03 01
01 03 02 03
03 01 01 02

1

CCA

0

BB@

c0
c5
c10
c15

1

CCA =

0

BB@

d0
d1
d2
d3

1

CCA

Byte-wise inverse in GF(256) 
plus affine transform

Bytes are permuted

Byte-wise matrix multiplication 
in GF(256) of columns

Bitwise XOR with roundkey



What matters to you is what lives outside: 
• A random, secret key
• A safe, randomized mode of operation
• An unpredictable initialization vector

Treat Aes like a black box



CREDITS: This presentation template was created by Slidesgo, 
including icons by Flaticon, and infographics & images by 
Freepik and illustrations by Stories

Questions?

Please keep this slide for attribution.

Contact Prof. Essex:
aessex@uwo.ca
@aleksessex

See course website for slides and videos:
https://whisperlab.org/security

http://bit.ly/2Tynxth
http://bit.ly/2TyoMsr
http://bit.ly/2TtBDfr
https://stories.freepik.com/
mailto:aessex@uwo.ca
https://twitter.com/aleksessex
https://whisperlab.org/security

