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BLOCK
CIPHERS

. Encryption of fixed length

chunks of bits (called” blocks

. Each block is encrypted

separately




KEYGEN

Accepts a security parameter k, outputs
a random k-bit key

Gen: k — {0,1}*

3

ENCRYPT

Accepts a b-bit plaintext and k-bit key
and outputs a b-bit ciphertext

Enc:{0,1}° x {0,1}F — {0,1}°

BLOCK CIPHERS I

T

DECRYPT

Accepts a b-bit ciphertext and k-bit key
and outputs a b-bit plaintext

Dec : {0,1}° x {0,1}* — {0,1}®



AN IDEAL

BLOCK CIPHER
S




AN IDEAL BLOCK CIPHER I

I

v
VRSN

Encryption is injective
Every plaintext maps to a unique ciphertext



AN IDEAL BLOCK CIPHER I

I

v
VRSN

Encryption is surjective

Every ciphertext is associated with some
plaintext



AN IDEAL BLOCK CIPHER I

=

Injective + Surjective = Bijective

Every plaintext is associated with a unique
ciphertext, and vice versa



AN IDEAL BLOCK CIPHER I

{0,1}" {0,1}"

%

Do 48

N’ S’

Encryption is a permutation
(shuffle) of b-bit strings



¥

PLAINTEXT SPACE

There are 2° plaintexts

¢
KEY SPACE

There are 2k keys

AN IDEAL BLOCK CIPHER I

T

CIPHERTEXT SPACE

There are 2° ciphertexts

kl kz k‘3

ZaJlE it

N N N g

PERMUTATION SELECTION

Each key “chooses” some permutation
from the permutation space

PERMUTATION SPACE

There are 2°! permutations of 2°
elements



k1 ko ks

Plaintext @ Plaintext @ Plaintext m
00-»01 00511 00-p11

01-p11
1000
11-»10

01-p01
10-p 10
11200

01-p>00
10-p 01
11-»10

So a block cipher is like a collection of codebooks
Which codebook did you pick? Shh, it's a secret



ENCRYPTING LARGE PLAINTEXTS I

. IF BLOCK CIPHERS ACT ON SHORT
& BLOCKS, HOW DO WE ENCRYPT A
LONG MESSAGE?



o

CIPHER MODES
OF OPERATION
S— O



ELECTRONIC CODEBOOK MODE (ECB) I

A 4 A 4 A 4 \ 4




ELECTRONIC CODEBOOK MODE (ECB) I

0011@@@1000101011010100@

111011001100000001010111

APPROACH

ENCRYPT EACH BLOCK SEPARATELY



ELECTRONIC CODEBOOK MODE (ECB) I

ECB with a 128-bit block size (for a given key)

The codebook has 2'28 entries

PLAINTEXT CIPHERTEXT
00 00 00 00O OO OO OO OO OO 00O 0O 0O 00O 00 00 0O 67 8E EE 31 4C FC 24 2E F7 62 9E 39 D3 08 Al 4E
00 00 00 00 OO OO OO OO OO 00O 0O OO 0O 00 00 01 51 03 35 71 62 68 87 E3 CB 16 86 BD EF C6 13 C3
00 00 00 00O OO OO OO OO OO 00O 0O OO OO 00 00 02 3B 1D F9 59 A8 31 C6 70 AF A8 F2 4A B9 B8 27 4B
I T T T T T T o T O T S o O O F O T N U U A1) F1l 34 B9 FD 4B 01 43 33 C7 20 C2 17 29 A5 CB 11
I T T T T T T o T G T O T N N U Ry D1 2E 8D B2 4F F4 F3 77 E8 9F 92 31 A3 38 48 BO
I T T T T T T o T T T o O e O T N U T BO 5B 46 3E 58 2A AE FC 5A 40 58 E9 B4 5F 34 B3




ELECTRONIC CODEBOOK MODE (ECB) I

o

&: Wait a second

Doesn’t that mean this:
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

always encrypts to this?:
BO 5B 46 3E 58 2A AE FC 5A 40 58 E9 B4 5F 34 B3



ELECTRONIC CODEBOOK MODE (ECB) I

Slidel.bmp

SE 4472: Electronic
Codebook Mode

What could
possibly go wrong?

8 00

hexdump

|%] Slidel.bmp

a
16
32
48
64
88
96

112
128
144
166
176
192
203
224
240
256
272
288
304
326
336
352
368
354
400
416

424D36BB
Ba88Daa2
00000000
[alalalalala 0]

17000000
BBBBE4FD
00081308
BaBBFFFF

08063600
FFFFO160
06061305
FFFFFFFF

08062860
20p00060
28060060
FFFFFFFF

FFFFFFFF

FFFFFFFF

FFFFFFFF

FFFFFFFF

FFFFFFFF

FFFFFFFF

FFFFFFFF

FFFFFFFF

FFFFFFFF

FFFFFFFF

FFFFFFFF

FFFFFFFF

FFFFFFFF

FFFFFFFF

FFFFFFFF

FFFFFFFF

FFFFFFFF

FFFFFFFF

FFFFFFFF

FFFFFFFF

FFFFFFFF

FFFFFFFF

FFFFFFFF

FFFFFFFF

FFFFFFFF

FFFFFFFF

FFFFFFFF

Signed Int

big ¢

FFFFFFFF

FFFFFFFF

FFFFFFFF

(select some data)

0 out of 1555254 bytes




ELECTRONIC CODEBOOK MODE (ECB) I

| © 0 0 |« Slide1.bmp

o[ 424D36BE 17000006 0ROB360G 0DPAZSEE | | BME 6 (
16 | BROEDAR2 GOPGE4FD FFFFO100 20006060 || -  =""

32 | 6BOEPARG KEPG130B PADEL3EE DODOEDED

45 | BOOOPARA DOPEFFFF FFFFFFFF FFFFFFFF || vvoooeees

64 | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF | |~

808 | FFFFFFFF FFFFFFFF FF FFF FFFFFFFF

(] week3-1 — bash — 78x7 2

96 | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF | |~

112 | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF | |
125 | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF | |©

144 | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF | |

166 | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF | [ Y rororeves

176 | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF

192 | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF | |~

268 | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF ||
224 | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF ||

248 | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF | | ©

256 | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF | |©

272 | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF | |

288 | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF

384 | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF ||
320 | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF ||

336 | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF

352 | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF | |©

368 | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF

384 | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF

408 | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF

416 | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF | |77 ooy
Signed Int  :)( big +) (select some data) =)+
0 out of 1555254 bytes




8 0 O

ELECTRONIC CODEBOOK MODE (ECB) I

|«| Slidel.bmp

96
112
128
144
166
176
192
2683
224
240
256
272
288
384
328
336
352
368
384
400

416

Signed Int ¢ [ big *

424D3666 17000600 DODOI600 GODE2GED
66PADOE2 BPEBE4FD FFFFO100 20060000
6EPORPAD BPARLI0B PEBPL3CE GEPODOED

FFF_FFFFFFFF_FFFFFFFE

BH6? &
a—

FFFFFFFF_FFFFFFFF FFFFFFFF FFFFFFFF

FFFFFFFF FFFFFFFF FFFFFFFE FFFFRFRF
FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF
FFFFFFFF rrerrrrr rerrrrrr rrrrrrrr
FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF
FFFFFFFF rrerrrrr rerrrrrr rrrerrrrr
FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF

FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF

FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF

FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF

FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFE
FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF
FFFFFFFF rrerrrrr rererrrrrr rrrerrrrr
FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF
FFFFFFFF rrerrrrr rerrrrrr rrrerrrrr
FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF

FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF

FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF

(select some data)
0 out of 1555254 bytes

SlideEnc.bmp
BSC649C5 6DEGS755 D7BE3DYE 58107666
12428419 BA3929D6 EABCAICFC 1B21EDAB
BECDEFEE 51CEDC28 9FA91912 35FCATAS
B289E63D_1ACF2C3A EA4CARDE D37736DB

pal=mfalge=ux {f
BA [9):f | 11°
Oo0QE< U® 5 BE

2dE= e,:fL +”wbe

384
4600

416

Signed Int  : /( big *

BBEB463E B8ZAAEFC SA4058E9 B45F34B3

BO5B463E 58ZAAEFC 5A4058E9 B45F34B3
BO5B463E 55ZAAEFC S5A4058E9 B45F34B3
BBEB463E 582AAEFC SA4058E9 B45F34B3
BO5B463E S82ZAAEFC S5A4058E9 B45F34B3
BO5B463E 58ZAAEFC S5A4058E9 B45F34B3
BO5B463E S55ZAAEFC S5A4058E9 B45F34B3
BBEB463E 582AAEFC SA4058E9 B45F34B3
BO5B463E 55ZAAEFC S5A4058E9 B45F34B3
BO5B463E 55ZAAEFC S5A4058E9 B45F34B3
BBEB463E 582AAEFC SA4058E9 B45F34B3
BO5B463E 58ZAAEFC 5A4058E9 B45F34B3
BO5B463E 55ZAAEFC S5A4058E9 B45F34B3
BBEB463E 582AAEFC SA4058E9 B45F34B3
BO5B463E 582ZAAEFC 5A4B58E9 B45F34B3
BO5B463E 58ZAAEFC 5A4058E9 B45F34B3
BO5B463E 55ZAAEFC S5A4058E9 B45F34B3
BBEB463E 582AAEFC SA4058E9 B45F34B3
BO5B463E 58ZAAEFC 5A4058E9 B45F34B3
BO5B463E 55ZAAEFC S5A4058E9 B45F34B3
BOEB463E 5E2AAEFC SA4058E9 B45F34B3
BO5B463E 582AAEFC 5A4058E9 B45F34B3
BO5B463E 55ZAAEFC S5A4058E9 B45F34B3

(select some data)

0 out of 1555264 bytes

i |

}[F>X*&,Z@XE¥_42
w[F=X*E Z@XE¥_4=
o [F=X*E Z@XE¥_4z
u [F>X*E, ZQREY_4=
o [F=X*E Z@XE¥_4z
w[F=X*E Z@XE¥_4=
o [F=X*E, ZQRE¥_4z
w[F=X*E Z@XEY_4=
o [F=X*E ZAXE¥_4z
o [F=X*E, ZQRE¥_4=
o [F=X*E Z@XE¥_4z
w[F=X*E Z@XEY_4=
o [F=X*E Z@XE¥_4z
u [F>X*E, ZQREY_4=
o [F=X*E Z@XE¥_4z
w[F=X*E Z@XE¥_4=
o [F=X*E, ZQRE¥_4z
w[F=X*E Z@XE¥_4=
o [F=X*E Z@XE¥_4z
o [F=X*E, ZQXEY_4=
o [FaX*E ZQXE¥_4=
w[F=X*E, Z@XEY_4=

o [F=X*E Z@XE¥_4=

BLOCKS OF WHITE PIXELS ENCRYPT TO RANDOM-LOOKING COLOURS



ELECTRONIC CODEBOOK MODE (ECB) I

o\
®r

e OO0 |%] Slidel.bmp « SlideEnc.bmp
@ | 424D36B6 17000000 DOOO3600 DOOO2500 | | BM62 6 ( A | BSC649C5 6DEBE755 D7BE3DIE 581D7B66 | |MAl=miaUse=0X {f
16 | 0B0EDAOZ2 BABBE4FD FFFFE100 26600008 - %" 16 | 12428419 BA3929D6 EABCAICFC 1B21EDAB Bfl |9 )—I , ! 1
32 | 6ROEDARA GROA13PE ADA13DB ADABARG 32 | PECDGFEE 5ACEDCZP OFAJL91Z 35FCA7A3 | | BolQE< 4o 5,RE
45 | AARPAARA ARAAFFFE_FFEFFFEF_FEFFFEEF CEEEE R 48 | B289F63D 1ACF2C3A FA4CISDE D37736DE || <6E= e, :fL +"wée
65-‘ FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF [| """ rrrrrrey 64 | BOSB463E SSZAAEFC SA4058E9 B45F34E3 | |k [F=X*E, ZaXE¥_4=
8p | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF | |“ " "y rooeyyee 50 | BESB463E 582AAEFC 5A4058E9 B45F34B3 -[F>X*E,Z@XE¥_42
9% | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF | | """ " rrrvyeey 96 | BO5B463E S5ZAAEFC 5A4058E9 B45F34B3 | || [F=X*E, ZaxE¥_4z
11¢ | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF | | """ " rrrrrees 112 | BO5B463E S552AAEFC SA4058E9 B45F34B3 | ke [F=X*E ZaXE¥_4=
12§ | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF || """ rrrrrrey 125 | BBSB463E 562AAEFC 5A4B55E9 B45F34B3 u[F>X*&,Z@XE¥_42
14; FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF || """ " rrrrrrrey 144 | BO5B463E S552AAEFC 5A4B58E9 B45F34B3 | || [F=X*E, ZaxE¥_4=
16p | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF || """ rrrrrrreey 166 | BEEB463E 562AAEFC 5A4B53E9 B45F34B3 n[F>X*E)Z@XE¥_42~
17p | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF | [" " """ ryrveey 176 | BASB463E SB2AAEFC GA4B5SED BA5F34B3 | |ja [F=X*E, ZAXEY_4=
19¢ | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF | [" @ rrrorvrresy 192 | BESB463E 562AAEFC 5A4B53E9 B45F34B3 n[F>X*E,Z@XE¥_42
28p | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF | |“ Qv rrrrrryy 265 | BE5B463E 562AAEFC 5A4B53E9 B45F34B3 -[F>X*E>Z@XE¥_4Z
ZZE FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF | [“ " | " v ooy 224 | BOSB463E SB2AAEFC SA4B5SED BA5F34B3 | |ja [FxX*E, ZAXEY_4=
24p | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF | |“ " rrrreee 240 | BESB463E 562AAEFC 5A4B55E9 B45F34B3 -[F>X*E,Z@KE¥_4Z
25p | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF | [ Y v rrovreyes 256 | BO5B463E S552AAEFC 5A4B58E9 B45F34B3 | || [F=X*E, Z@xE¥_4=
27¢ | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF | [“Y Qv vrorreyes 272 | BO5B463E 582AAEFC SA4058E9 B45F34B3 | e [F=X*E Z@XE¥_4=
28§ | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF | [~ rrorreres 288 | BO5B463E S8ZAAEFC 5A4B58E9 B45F34B3 | || [FX*E Z@XE¥_4=
36p | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF | [ Qv orrorreres 304 | BO5B463E S552AAEFC 5A4B58E9 B45F34B3 | || [F=X*E, Z@XEY¥_4=
32p | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF | [" " v rrorrrreey 320 | BOSB463E SE2AAEFC SA405SE9 BASF34B3 | ke [FaX*E Z@XE¥_4=
33p | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF | | """ " rroreess 336 | BOSB463E SB2AAEFC GA4B5SED BA5F34B3 | |ja [FxX*E, ZAXEY_4=
35§ | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF || """~ rroreees 352 | BESB463E S82AAEFC SA4B5SED BASF34B3 | |je [FxX*E, ZAXEY_4=
36p | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF | |“ " rrrrrrvreyy 365 | BO5B463E S552AAEFC 5A4B58E9 B45F34B3 | || [F=X*E, ZAXE¥_4=
384 | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF || """ orroreees 354 | BOSB463E SS2AAEFC SA405SE9 B45F34B3 | ke [FaX*E ZQXE¥_4=
48p | FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF | | """ o rrorroreess 400 | BESB463E 562AAEFC 5A4B55E9 B45F34B3 -[F>K*E,Z@XE¥_4Z
41p | FFFFFFFF_FFFFFFFF _FFFFFFFF FFFFFFFF || """y v rrorreee 416 | BASB463E_B52AAEFC _5A4B55E9 B45F34B3 u[F>X*E)Z@XE¥_42
Signed Int  :)( big ) (select some data) =)+ Signed Int  :)( big *) (select some data) =)(+
0 out of 1555254 bytes 0 out of 1555264 bytes

PROBLEM: THEY ALWAYS ENCRYPT TO THE SAME COLOURS



ELECTRONIC CODEBOOK MODE (ECB) I
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ELECTRONIC CODEBOOK MODE (ECB) I

|s this cipher mode
indistinguishable under

=, eavesdropping?
& (IND-EAV)

’Hu HHMM MH HM

|\||HM+M+W||H



ELECTRONIC CODEBOOK MODE (ECB) I

Move Fast and Roll Your Own Crypto
A Quick Look at the Confidentiality of Zoom Meetings

By Bill Marczak and John Scott-Railton April 3,2020

Read our description of Zoom’s waiting room vulnerability, as well as frequently asked question about Zoom

and encryption issues.

This report examines the encryption that protects meetings in the popular Zoom
teleconference app. We find that Zoom has “rolled their own” encryption scheme, which has
significant weaknesses. In addition, we identify potential areas of concern in Zoom’s
infrastructure, including observing the transmission of meeting encryption keys through
China.

Key Findings

e Zoom documentation claims that the app uses “AES-256” encryption for meetings
where possible. However, we find that in each Zoom meeting, a single AES-128 key is
used in ECB mode by all participants to encrypt and decrypt audio and video. The use
of ECB mode is not recommended because patterns present in the plaintext are
preserved during encryption.



ELECTRONIC CODEBOOK MODE (ECB) I

~» WHATIF WE COMBINED BLOCKS
&-: TOGETHER SOMEHOW TO BREAK
UP LOCAL STRUCTURE?



ELECTRONIC CODEBOOK MODE (ECB) I

~» WHATIFYOU COULD ENCRYPTA
&-: PLAINTEXT TWICE BUT GET TWO
DIFFERENT CIPHERTEXTS?



I CIPHER BLOCK CHAINING (CBC)

Mo my Mo My

M War War
U U U
A 4 v VL

Co C+ Co ses Cnh




CIPHER BLOCK CHAINING (CBC) I

00000000000000
i 1 ) b 1S o o b

Ea |5 ca a2 ca |

01001110010011

APPROACH

XOR EACH PLAINTEXT BLOCK WITH PREVIOUS CIPHERTEXT BLOCK



CIPHER BLOCK CHAINING (CBC) I

" I et \
|
it

" Hu\

ECB MODE CBC MODE




CIPHER BLOCK CHAINING (CBC) NN
00000000000000
105 0 1 1 PG P g

ki
e e
1001110010011

DECRYPTION STILL FEEDS THE PREVIOUS CIPHERTEXT FORWARD
INITIALIZATION VECTOR IS NEEDED TO DECRYPT



CIPHER BLOCK CHAINING (CBC) I

00000000000000 00000000000000
10 S b p& pd S pd & 1198 pd pd pd pd pd &
th €3 e | 3 e | t | E3 |ea 3 |
01001110010011 10010011100100
RANDOMIZED ENCRYPTION

DIFFERENT INITIALIZATION VECTORS PRODUCE
DIFFERENT CIPHERTEXTS ON THE SAME PLAINTEXT



CIPHER BLOCK CHAINING (CBC) I

*% [heinitialization vector is:
¢ . Not secret
* Sent along with the ciphertext

* Must only ever be used once
» Must not be predictable



I COUNTER MODE (CTR)

[\/+1

|

< >

\V+n




CIPHER BLOCK CHAINING (CBC) I

Plaintext | Ciphertext
: 0011
Bl B B E 01 |00
10-p 01
00-5 00-5 0055 005 11h1g
Y J J N

PLAINTEXT:
00000000 10

APPROACH

ENCRYPT A COUNTER. XOR RESULT WITH PLAINTEXT



CIPHER BLOCK CHAINING (CBC) I

10 11 00

ﬁ ﬁ ﬁ ﬁ
00<—§P 00<—§P 00<—§P 00<—§P

01 10 11 00

CIPHERTEXT: IV:
01101100 10

DECRYPTION

NOTICE IT USES THE ENCRYPTION FUNCTION!



CIPHER BLOCK CHAINING (CBC) I

g Pros:
P e  Notvulnerable to padding oracle attacks

e  Simpler implementation
» Parallelizable, pre-processable, random access

Cons:
»  Not safe for small block lengths (<128-bits)



CBC MODE IN THE CPA GAME I

GUESSER CHALLENGER
Encrypt 00 N

o V=01 CT =00 | o1

Plaintext | Ciphertext

00-b11
01->00
10-p 01
11-»10

g«-@«é«g

Encrypt 00
V=11 CT =10 11-

A

e dky é(_..s
®"|!" S

Coin toss picks 00

to encrypt
Challenge messages: 00 and 11

00
IHAVENTSEEN | V=10 CT=0f 1055
THIS BEFORE
/ “ {
0

1




CTR MODE IN THE CPA GAME I

Plaintext | Ciphertext

GUESSER CHALLENGER o3

Encrypt 00 N é 00511
V=01 CT=00 v 1-b
- ot o1 00
= I N 10-p 01
: o0 11->10
11
Encrypt 00 ﬁ
. V=1 CT=10 00.__)%
) Y
: 10
Coin toss picks 00
to encrypt
Challenge messages: 00 and 11 10
IHAVENTSEEN [ V=10 CT =0 ﬁ
THIS BEFORE 00- _,%
‘.I‘_. 01




DEFEATING CHOSEN PLAINTEXT ATTACKS I

RANDOMIZED ENCRYPTION IS HOW
WE CAN DEFEAT THE CHOSEN
PLAINTEXT ATTACK



CIPHER MODES IN OUR SECURITY GAMES I

EXERCISE

PROVE CBC MODE IS NOT IND-CPA SECURE IF
YOU CAN PREDICT THE IV/ICOUNTER

Hint: Imagine the challenger incremented the IV by 1 with each new encryption. How could you
exploit this fact to counteract the contribution of the IV?



ADVANCED
ENCRYPTION

I—
-
STANDARD (AES) m



AES ENCRYPTION I

§ m WHAT’S z—r
y 9 -~
r—— INSIDE*




AES ENCRYPTION I

Plaintext Key

M

A
A

TOP-LEVEL STRUCTURE -
128-bit plaintext ocior
128-bit ciphertext
128-,192, or 256-bit key e
10,12, or 14 identical “rounds” Function
Key schedule creates different
“sub-keys” for each round

P

y
Key

Roupd Round 10
function

T

Ciphertext




Input (16 bytes) SubBytes ShiftRows

c C C c C © c ©

Bytes are permuted
—

C2 Ce C10 C14 C1o0 C14 C2 Ce

AES ROUND FUNCTION
O

where:

ci = b ' 4 0x63

Byte-wise inverse in GF(256)
Aleliinsli il MixColumns AddRoundKey

02 03 01 01 o do
01 02 03 01 Cs . dq to next
01 03 02 03] |ciol| — | do =% round
03 01 01 02 C15 d3

Byte-wise matrix multiplication
in GF(256) of columns

ei:di‘|‘ki

Bitwise XOR with roundkey



TREAT AES LIKE A BLACK BOX

| hat matters to you is what lives outside:

ﬁ‘ e Arandom, secret key

» Asafe, randomized mode of operation
* Anunpredictable initialization vector



Contact Prof. Essex:
aessex@uwo.ca
@aleksessex

See course website for slides and videos:
https.//whisperlab.org/security

CREDITS: This presentation template was created by Slidesgo,
including icons by Flaticon, and infographics & images by
Freepik and illustrations by Stories

Please keep this slide for attribution.
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