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Reveals plaintext patterns (repeated letters) and 
frequency information

vigenère
Still reveals patterns and frequency information 
due to passphrase repetition

Leaks information about what the plaintext isn’t

Leaking information

enigma

caesar



The perfect cipher?

CAn we build a cipher that 
leaked no information?



The one-time pad

+
helloworld
xwbzuojsec

eamkikxjpf

• Key is exactly the same 
length as the message

• Key is uniformly random. 
Every key in the keyspace is 
equally likely to be chosen)

• Key is never reused. EVER.

Vigenère, except…



The one-time pad

+
helloworld
xwbzuojsec

eamkikxjpf

+
whatsupbro
itmrqqiiyr

eamkikxjpf

+
goodbyepal
ymyhhmtupu

eamkikxjpf

+
noavacados
rmmpiixgbn

eamkikxjpf

+
attacksoon
ehtkgafvbs

eamkikxjpf

Which 
plaintext 

was it??



Information-theoretic security

Ciphertext + key guess 
=  plaintext guess

But all keys are equally likely. So without any 
other information, all plaintexts are equally 

likely. No information about plaintext is revealed

Guessing strategy



Information-theoretic security

=  unbreakable*

* All the computers and all the time in the 
universe won’t help you guess the right key



Information-theoretic security

You only have to…
• SOMEHOW securely transmit one 

byte of key for EVERY byte of 
plaintext you want to send

• SOMEHOW securely store  one byte 
of key for EVERY byte of plaintext 
you want to receive

• SOMEHOW enforce you never ever 
reuse a single key byte EVER



Computational security

In practice we want 
short, fixed-length, 

reusable keys



formalizing 
computational 
security

What should it mean for a 
cipher to be secure?

⇡f(x2)  {y2}
X

i

<latexit sha1_base64="w4nnAY3DKOCSym8BD6DH+uabSbE=">AAACBnicbVDLSsNAFJ3UV62vqEsRBotQNyUpFV0W3bisYB/QpGEynbRDZ5IwMxFD6MqNv+LGhSJu/QZ3/o3TNgttPXDhcM693HuPHzMqlWV9G4WV1bX1jeJmaWt7Z3fP3D9oyygRmLRwxCLR9ZEkjIakpahipBsLgrjPSMcfX0/9zj0RkkbhnUpj4nI0DGlAMVJa8sxjJ6YwqDz0a2fQYQQ6WdqvORPoyIR71DPLVtWaAS4TOydlkKPpmV/OIMIJJ6HCDEnZs61YuRkSimJGJiUnkSRGeIyGpKdpiDiRbjZ7YwJPtTKAQSR0hQrO1N8TGeJSptzXnRypkVz0puJ/Xi9RwaWb0TBOFAnxfFGQMKgiOM0EDqggWLFUE4QF1bdCPEICYaWTK+kQ7MWXl0m7VrXr1fPberlxlcdRBEfgBFSADS5AA9yAJmgBDB7BM3gFb8aT8WK8Gx/z1oKRzxyCPzA+fwAgEpeo</latexit>

[µi . . . µk]

<latexit sha1_base64="OsQcvUDslcDIZV+j/1fuIDzDclw=">AAAB/HicbZDLSsNAFIYn9VbrLdqlm8EiuCqJKLosunFZwV4gCWEymbRDZyZhZiKEUl/FjQtF3Pog7nwbJ20W2vrDwMd/zuGc+aOMUaUd59uqra1vbG7Vtxs7u3v7B/bhUV+lucSkh1OWymGEFGFUkJ6mmpFhJgniESODaHJb1gePRCqaigddZCTgaCRoQjHSxgrtpufzPKQ+i1OtYMmTILRbTtuZC66CW0ELVOqG9pcfpzjnRGjMkFKe62Q6mCKpKWZk1vBzRTKEJ2hEPIMCcaKC6fz4GTw1TgyTVJonNJy7vyemiCtV8Mh0cqTHarlWmv/VvFwn18GUiizXRODFoiRnUKewTALGVBKsWWEAYUnNrRCPkURYm7waJgR3+cur0D9vuxfty/uLVuemiqMOjsEJOAMuuAIdcAe6oAcwKMAzeAVv1pP1Yr1bH4vWmlXNNMEfWZ8/wdKU2Q==</latexit>

⇢n ⇥ ↵k 6= q

<latexit sha1_base64="Yjp8Rd2Mc5MSmQwon6lE3/27xWo=">AAACBXicbVC7TsMwFHXKq5RXgBEGiwqJqUpQEYwVLIxFog+pCZHjOo1Vxw62g1RFXVj4FRYGEGLlH9j4G9w2A7Qc6UpH59yre+8JU0aVdpxvq7S0vLK6Vl6vbGxube/Yu3ttJTKJSQsLJmQ3RIowyklLU81IN5UEJSEjnXB4NfE7D0QqKvitHqXET9CA04hipI0U2IeejMUdh56mCVHQQyyNUTCEHifwPrCrTs2ZAi4StyBVUKAZ2F9eX+AsIVxjhpTquU6q/RxJTTEj44qXKZIiPEQD0jOUI7PTz6dfjOGxUfowEtIU13Cq/p7IUaLUKAlNZ4J0rOa9ifif18t0dOHnlKeZJhzPFkUZg1rASSSwTyXBmo0MQVhScyvEMZIIaxNcxYTgzr+8SNqnNbdeO7upVxuXRRxlcACOwAlwwTlogGvQBC2AwSN4Bq/gzXqyXqx362PWWrKKmX3wB9bnD6N8mAY=</latexit>



One-time pad reveals no
information about plaintext. 

Can we capture a similar idea 
in the computational model?



Semantic security

Plaintext 
guessProbabilistic 

polynomial-time 
Turing machines

Cipher, ciphertext length

Universe a

Plaintext 
guessProbabilistic 

polynomial-time 
Turing machines

Cipher, ciphertext length
And ciphertext

Universe B

eamkikxjpf



Semantic security

Plaintext 
guessProbabilistic 

polynomial-time 
Turing machines

Cipher, ciphertext length

Universe a

Plaintext 
guessProbabilistic 

polynomial-time 
Turing machines

Cipher, ciphertext length
And ciphertext

Universe B

universe b has an advantage over universe a

…but it’s so small, it’s negligible



Semantic security

Plaintext 
guessProbabilistic 

polynomial-time 
Turing machines

Cipher, ciphertext length

Universe a

Plaintext 
guessProbabilistic 

polynomial-time 
Turing machines

Cipher, ciphertext length
And ciphertext

Universe B

In other words, the knowing 
ciphertext doesn’t help the attacker



Attack games

How can we prove a cipher is 
(or isn’t) semantically 
secure?



Attack games

Let’s play a game
1. I pick and send you two 

“challenge messages”, M1, M2

2. You flip a coin: heads you pick M1, 
tails you pick M2. You encrypt it 
and send me the “challenge 
ciphertext”

3. I guess which message you 
picked. If I’m right, I win



Attack games

We’ll call this the 
eveasdropping (EAV) game



Attack games

Implications of the “EAV” game
1. If I guess randomly, I win 50% of 

the time

2. If I can distinguish ciphertexts, I 
can win more than 50% of the 
time

3. If I can’t distinguish ciphertexts, I 
can’t do better than random 
guessing



Attack games

If I win less than 50% of the time, I 
can always just guess the opposite, 
and win more than 50% of the time

Implications of the “EAV” game



advantage

Adv =
���Pr(guessing correctly)� 1

2

���

<latexit sha1_base64="qMGU+gQEeBgluUTUmKsg9LEbKpI="></latexit>

advantage is how far off 50% my 
success rate is



advantage

Is my advantage ever zero in 
the “EAV” game?

No. I get the ciphertext, so I can 
try to brute-force decrypt it, and 
will succeed with some non-zero 
probability



advantage

How small is “So small, it’s of 
no practical consequence?”



Negligible function 

"(�) 
���

1

poly(�)

���

<latexit sha1_base64="q9egojujqmoL1igAnuUUCOLmZrc="></latexit>

"(�)is a negligible function in security parameter�

<latexit sha1_base64="QDDRholYkD1tzW63AQNBccif9pg="></latexit>

if for every polynomial function poly(), there is some�0 > � such that:

<latexit sha1_base64="+TuavjxK9Z8TdxRtnMdvhtsas5Q="></latexit>

In other words, a negligible function shrinks faster than the 
inverse of any polynomial function



Negligible advantage 

Adv  "(�)

<latexit sha1_base64="Y2d+83jFWea8XGIdPnCmAnMOIjw=">AAACEHicbVC7TsMwFHXKq5RXgJHFokKUpUpQEYwFFsYi0YfUVJXj3LRWHSeynUpV1E9g4VdYGECIlZGNv8F9DNByJEtH59x7fe/xE86UdpxvK7eyura+kd8sbG3v7O7Z+wcNFaeSQp3GPJYtnyjgTEBdM82hlUggkc+h6Q9uJ35zCFKxWDzoUQKdiPQECxkl2khd+9SLiO6rMLsOhmPsccDekEhIFOOxKGUeN6MCMj7r2kWn7EyBl4k7J0U0R61rf3lBTNMIhKacKNV2nUR3MiI1oxzGBS9VkBA6ID1oGypIBKqTTQ8a4xOjBDiMpXlC46n6uyMjkVKjyDeV0/UXvYn4n9dOdXjVyZhIUg2Czj4KU451jCfp4IBJoJqPDCFUMrMrpn0iCdUmw4IJwV08eZk0zstupXxxXylWb+Zx5NEROkYl5KJLVEV3qIbqiKJH9Ixe0Zv1ZL1Y79bHrDRnzXsO0R9Ynz8QxZ09</latexit>

we have a negligible advantage of winning the 
“EAV” game if



Indistinguishability of encryption

Ind-eav security
A cipher is indistinguishable under eavesdropping (IND-EAV secure) 
if there exists no probabilistic polynomial-time Turing machine that 
can win the EAV game with a non-negligible advantage



Indistinguishability of encryption

Ind-eav Exercise
Prove the Caesar, Vigenère and Enigma 
ciphers are not IND-EAV secure
Which challenge messages would you pick? What strategy 
would you use to distinguish ciphertexts? What advantage would 
this strategy give you?



Indistinguishability of encryption

Ind-eav is too strong
It’s unrealistic in practice to assume eavesdropping is the 
best an attacker can do. Let’s explore other attack games 
that grant the guesser more powers



Indistinguishability of encryption

Ind-CPA security
The chosen-plaintext attack (CPA) game runs exactly the same 
as the eavesdropping game except the guesser gets an 
additional “power:” the ability to make encryption queries under 
the same key used to create the challenge ciphertext



Indistinguishability of encryption

Ind-CCA1 security
The chosen-ciphertext attack (CCA1) game runs exactly the 
same as the CPA game except the guesser gets an additional 
“power:” the ability to make decryption queries under the same 
key as the challenge ciphertext, until the challenge ciphertext is 
received



Indistinguishability of encryption

Ind-CCA2 security
The adaptive chosen-ciphertext attack (CCA2) game runs 
exactly the same as the CCA1 game except the guesser gets an 
additional “power:” the ability to make decryption queries after 
the challenge ciphertext is received*

*Decryption queries involving the challenge ciphertext, or any string outside of the ciphertext 
space are ignored



CREDITS: This presentation template was created by Slidesgo, 
including icons by Flaticon, and infographics & images by 
Freepik and illustrations by Stories

Questions?

Please keep this slide for attribution.

Contact Prof. Essex:
aessex@uwo.ca
@aleksessex

See course website for slides and videos:
https://whisperlab.org/security

http://bit.ly/2Tynxth
http://bit.ly/2TyoMsr
http://bit.ly/2TtBDfr
https://stories.freepik.com/
mailto:aessex@uwo.ca
https://twitter.com/aleksessex
https://whisperlab.org/security

