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SE 4472 - Information Security



encryption
What is 
encryption? 



terminology

Unencrypted 
information

01 plaintext
Encrypted 
information

02 ciphertext
Secret to transform 
between plaintext and 
ciphertext

03 key

Hello world jjwnty6tjkb b1946ac92492d234
7c6235b4d2611184



terminology

Set of valid 
plaintexts

04 Plaintext
space

Set of valid 
ciphertexts

05 Ciphertext
space

Set of valid keys

06 Key space

01
10



Key generation

key length
Security 

parameter

key
Encryption 
And decryption

Randomized 
algorithm



encryption

plaintext
Element of 

plaintext space
ciphertext
Element of 
ciphertext space

key
Element of key 

space



decryption

ciphertext
Element of 

ciphertext space
plaintext
Element of 
plaintext space

key
Element of key 

space



properties

Encryption, decryption and key generation are 
efficiently computable

Unique decryption
Decrypting the encryption of a message always 
returns the original message

secure
It should be hard to guess the key, even with 
knowledge of a plaintext/ciphertext pair

Difficult to extract information about the plaintext 
without the key

confidential

Efficient



Classical
ciphers



Substitution
ciphers

A

B

CD

E
A

B

CD

E
Swapping one 
LETTER for 
another



A

B

CD

E
A

B

CD

E

Caesar cipher

Key is amount of 
Rotation from base case

Plaintext letters

CIphertext letters



A

B

CD

E
A

B

CD

E

Caesar cipher

Plaintext A B C D E

Ciphertext A B C D E

Key = 0



A

B

CD

E
E

A

BC

D

Caesar cipher

Plaintext A B C D E

Ciphertext B C D E A

Key = 1 



A

B

CD

E
D

E

AB

C

Caesar cipher

Plaintext A B C D E

Ciphertext C D E A B

Key = 2 



Encryption

KEY
PLAINTEXT

CIPHERTEXT

3   (A      d)
HELLO WORLD
khoor zruog



decryption

KEY
cipherTEXT

plainTEXT

3   (a      d)
khoor zruog
HELLO WORLD



Encryption

KEY
PLAINTEXT

CIPHERTEXT

3   (A      d)
HELLO WORLD
khoor zruog

Structure maintained

Small keyspace



vigenère cipher

What if the key changed for 
every plaintext character?



vigenère cipher
LETTER VALUE

A 0
B 1
C 2
D 3
E 4
F 5
G 6
H 7
I 8
J 9
K 10
L 11
M 12

LETTER VALUE

N 13
O 14
P 15
Q 16
R 17
S 18
T 19
U 20
V 21
W 22
X 23
Y 24
Z 25

what if the key was 
letters?



passphrase
key

s  e  c  r  e  t
18 04 02 17 04 19

plaintext
ciphertext

a  c  c  e  s  s
s  g  e  v  w  l

vigenère cipher



vigenère cipher

+
WHATCOULDPOSSIBLYGOWRONG
COMPLETEVICTORYCOMPLETEV

yvminsnpyxqlgzznmsdhvhrb

what if the PLAINTEXT IS LONGER 
THAN THE KEY?



enigma

What if the substitution WAS 
RANDOM-LOOKING AND didn’t 
repeat?



enigma

Source: Wikipedia



CODEBOOKS FOR PLAINTEXT LETTERS

Plaintext Ciphertext

A N
B Y
C F
D Q
E B
F L
G I
H W
I E
J D
K M
L U
M R

Plaintext Ciphertext

N C
O J
P T
Q P
R S
S O
T A
U K
V X
W Z
X G
Y V
Z H

Plaintext Ciphertext

A Q
B F
C V
D K
E R
F Y
G L
H A
I S
J Z
K G
L B
M M

Plaintext Ciphertext

N H
O C
P N
Q T
R W
S O
T D
U X
V I
W U
X J
Y E
Z P

Plaintext Ciphertext

A I
B Q
C A
D P
E J
F U
G B
H X
I K
J L
K W
L C
M X

Plaintext Ciphertext

N R
O Y
P D
Q T
R V
S M
T N
U E
V S
W F
X O
Y G
Z H

FIRST LETTER SECOND LETTER THIRD LETTER…



CODEBOOKS FOR PLAINTEXT LETTERS

Plaintext Ciphertext

A N
B Y
C F
D Q
E B
F L
G I
H W
I E
J D
K M
L U
M R

Plaintext Ciphertext

N C
O J
P T
Q P
R S
S O
T A
U K
V X
W Z
X G
Y V
Z H

Plaintext Ciphertext

A Q
B F
C V
D K
E R
F Y
G L
H A
I S
J Z
K G
L B
M M

Plaintext Ciphertext

N H
O C
P N
Q T
R W
S O
T D
U X
V I
W U
X J
Y E
Z P

Plaintext Ciphertext

A I
B Q
C A
D P
E J
F U
G B
H X
I K
J L
K W
L C
M X

Plaintext Ciphertext

N R
O Y
P D
Q T
R V
S M
T N
U E
V S
W F
X O
Y G
Z H

FIRST LETTER SECOND LETTER THIRD LETTER…

YES VRM



CREDITS: This presentation template was created by Slidesgo, 
including icons by Flaticon, and infographics & images by 
Freepik and illustrations by Stories

Questions?

Please keep this slide for attribution.

Contact Prof. Essex:
aessex@uwo.ca
@aleksessex

See course website for slides and videos:
https://whisperlab.org/security

http://bit.ly/2Tynxth
http://bit.ly/2TyoMsr
http://bit.ly/2TtBDfr
https://stories.freepik.com/
mailto:aessex@uwo.ca
https://twitter.com/aleksessex
https://whisperlab.org/security

